What to do if you get an error when
you try to access the C-TPAT Portal



Are you getting an error message when you try to access the C-TPAT
Portal?

First, make sure you are using either Internet Explorer or Firefox to
access the C-TPAT Portal. These are the only browsers compatible
with the C-TPAT Portal.

If you are using Internet Explorer or Firefox and are still experiencing
difficulty, arecent “Windows Update” to your computer may have
altered the settings you need to access the C-TPAT Portal.



Your page might look like this if you are using Internet Explorer to access the internet:
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Your page might look like this if you are using Firefox to access the internet:
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The connection was interrupted

The connection to ctpat.cbp.dhs.gov was interrupted while the page was
loading.

= The site could be temporarily unavailable or too busy. Try again in a few
moments.

= If you are unable to load any pages, check your computer's network
connection.

= If your computer or network is protected by a firewall or proxy, make sure that
Firefox is permitted to access the Web.
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The cause of the error is that the C-TPAT portal requires the use
of TLS 1.0 for secure connections. Sometimes an update in

Windows will cause this setting to be changed. In order to fix it,
you will need to enable the use of TLS 1.0. Follow the directions
below, being sure to choose the internet browser you are using.



For Internet Explorer:
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What you can try: &=
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For Internet Explorer:

2. Go to the Advanced Tab

3. Check Use TLS 1.0 ,
4. Click Apply s

[[] Check for server certificate revocation™ -
Check for signatures on downloaded programs

[[] Do not save encrypted pages to disk

[] Empty Temporary Internet Files folder when browser is cic
Enable DOM Storage

Enable Integrated Windows Authentication®

Enable memory protection to help mitgale on ine attacks™
Enable native XMLHTTP support

[C] Enable SmartScreen Filter

Use SSL 2.0

Use
Warn about certificate address mismatch™® .
[T warn if chanaing between secure and not secure mode E’.]
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*Takes effect after you restart Internet Explorer
Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default Reset,

You should only use this if your browser is in an unusable state.




For Firefox:

1.

Open the Options Dialog Box (under the Tools Menu)
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= The site could be temporarily unavailable or too busy. Try again in a few
moments.

= If you are unable to load any pages, check your computer's network
connection.

= If your computer or network is protected by a firewall or proxy, make sure that
Firefox is permitted to access the Web.
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For Firefox:
2. Go to the Encryption Tab( X
3. Check Use TLS 1.0 Options E
=Y
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When a server requests my personal certificate:
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View Certficates | | Revocationists | [ validation | (Security Devices




If you still experience errors trying to get to the C-TPAT
Portal, e-mail us at industry.partnership@dhs.gov or call
us at (202) 344-1180.




