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	Introduction and Getting Started


	This chapter of the Automated Commercial Environment (ACE) Automated Broker Interface (ABI) CATAIR provides information for prospective ABI filers to initiate the process to file data electronically with ACE either as a new ACE ABI filer or as an ABI filer transitioning from the Automated Commercial System (ACS) to ACE. 


The reader should be advised that this technical document is considered final.  However, the document retains the DRAFT designation in the footer until such time that an official OPA (Office of Public Affairs) publication number has been assigned to the new “ACE ABI CATAIR” publication.  For your information, subsequent revisions to this document will be controlled through the official CBP document amendment process.
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Introduction TC "Introduction" \f C \l "1" 
Purpose of This Document TC "Purpose of This Document" \f C \l "3"  
The purpose of this document is to specify the technical procedures and processes to be followed by members of the international trade community who want to automate processing and file data electronically with U.S. Customs and Border Protection’s (CBP) Automated Commercial Environment (ACE).  This document will also specify the process that members of the trade community who currently file electronic data with one of CBP’s systems will file ACE electronic entry summary and related data.  This document is the Customs and Trade Automated Interface Requirements, or CATAIR.

As various releases of the system are deployed, ACE is providing new and enhanced functionality for CBP, the trade community, and Participating U.S. Government Agencies (PGAs).  As it is deployed, ACE will also replace systems or modules of CBP’s Automated Commercial System (ACS).   Please refer to the reference material in the ACE ABI CATAIR chapter titled “ACS to ACE Transition Topics” for transition related information.  It also provides additional information concerning the initial releases of ACE entry summary and associated transaction processing.
The Automated Broker Interface (ABI) of ACE permits trade participants (primarily importers, brokers, and service centers) to electronically interface directly with CBP in order to transmit and receive data on imported merchandise.

The ACE ABI CATAIR provides the basic data transmission, technical specifications, record formatting rules, and procedures needed to participate in ACE electronic filing.  The ACE ABI CATAIR only documents transactions which are filed in ACE.
Benefits of ACE TC "Benefits of ACE" \f C \l "3" 
CBP, the international trade community, and PGAs benefit from ACE in several ways: 

· ACE allows CBP to collect more complete and accurate data; this provides more control over merchandise entering the United States.

· A filer can submit electronic entry/entry summary data through ACE using application identifier AE.  With the data provided, CBP verifies the accuracy of party information, codes, and related data.  If the entry/entry summary data does not pass validations or if certain data is missing, the filer receives an error response from ACE and is then able to correct the data electronically.  
· ACE speeds up the entry processing, thus permitting merchandise to be quickly released. 

· ACE permits statement processing which allows filers to pay multiple ABI entry summaries with one transaction.  Statement filers can participate in the Automated Clearinghouse (ACH) which allows electronic payment of duties, taxes, and fees.

· Since ACE provides two‑way communication between the filer and CBP, the ABI filer is able to query various automated data bases and reference files.

· Statistical and other data is quickly compiled and disseminated to PGAs.  Agencies include the Bureau of the Census, the Department of Transportation, the Federal Communications Commission, the Food and Drug Administration, and will include other PGAs as requirements are deployed in ACE.
· Census warnings can be electronically overridden either during initial filing of the entry summary or in response to warning messages received from ACE.

· Output from the entry summary query transaction provides filers more extensive data from the ACE entry summary data file.

General Information TC "General Information" \f C \l "3" 
ABI participants are responsible for developing or acquiring the hardware and software necessary to support the functional aspects of ACE, including the preparation, electronic filing, and, as necessary, printing of required forms (for example CBP Forms 3461, Entry, and 7501 Entry Summary).  
Participant’s systems are required to:

· Ensure that the data filed with CBP is accurate and complete. 
· Ensure that reasonable care and responsible supervision of data is maintained.

· Contain complete tariff number databases (current year and previous year, as necessary, to accurately file ABI transactions with the appropriate tariff number). 
· Format and transmit to CBP complete and accurate transaction data according to the specifications contained in the ACE ABI CATAIR.  
· Receive and process responses from CBP systems as formatted according to the output specifications in the various ACE ABI CATAIR chapters and act accordingly to such transactions.
Costs incurred for computer and related hardware, telecommunications hardware, and supporting software are absorbed by the respective participant.  For electronic data exchange, CBP provides access to its systems through: 

· Virtual private networks (VPNs), 
· Value added networks (VANs), and 
· Service centers.

Refer to the section of this document titled “Contents of the ACE ABI CATAIR” for information on the format, organization, and structure.  The functional capabilities, procedures, record layouts, data elements, and description of the records are wholly contained in the ACE ABI CATAIR for quick and easy reference.

As new functions are added to or modifications made to ACE, ABI procedures and technical specifications will be revised and incorporated into the ACE ABI CATAIR.

This document specifies basic individual data element requirements (mandatory, conditional, and optional), data and record formatting rules; and in some cases it provides tables and files of possible data values and parameters.  It is not intended to replace entry rules and regulations for the accurate filing of information required by CBP on forms such as the CBPF 7501 or CBPF 3461, which are documented elsewhere.  
In addition, no attempt is made to document all of the possible data verification procedures.  For example, an entry/entry summary transmitted to CBP containing a date of export later than the date of import will result in an error message.  Routine, obvious errors should be detected and corrected by the user's entry preparation system, and should not be transmitted to CBP.

Technical support may be obtained by contacting your assigned CBP Client Representative or the ACE Helpdesk at 800-927-8729.

Overview of Initial Entry Summary 

Processing in ACE TC "Overview of Initial Entry Summary Processing in ACE" \f C \l "1" 
The initial release of functionality associated with processing entry summaries in ACE will provide both the trade community and CBP innovative processes and procedures, new ABI filing requirements and benefits, and descriptive ACE ABI CATAIR message specifications.

The initial release of ACE entry summary processing will include the following requirements and restrictions:

· Only entry types 01, 03, and 11 will be processed in ACE (future releases of ACE will accommodate the filing of the remaining entry types),

· ACE entry summaries MUST be scheduled for payment on a statement, 

· Importer name and address information (previously CBPF 5106 process) should be created or updated electronically where possible, and

· ACE will not accept entry summaries for shipments released under a border release program which have FDA or DOT data (filers must continue to file these in ACS until a future release of ACE).

ABI filers participating in the initial releases of ACE entry summary processing will find the following enhancements:

· Better organized, and more descriptive, entry summary filing and response guide,

· Innovative processes to query and override Census warnings which will eliminate the processing and handling of paper documentation,

· A new entry summary status notification message and process used to inform ABI filers of CBP actions (e.g. documents required, entry summary rejected, canceled or inactivated), and 

· The continued capability to initiate cargo release from a certified entry summary.

ACE entry summary filers also must recognize that ACE entry summary validations will differ from ACS validations.  

Entry summary filers approved to file entry types 01, 03, and 11 in ACE may also continue to file entry summaries in ACS until such time that ACE processes all entry types.

For additional transition related information, please refer to the reference material in the ACE ABI CATAIR chapter titled “ACS to ACE Transition Topics”.  
Contents of the ACE ABI CATAIR TC "Contents of the ACE ABI CATAIR" \f C \l "1" 
General Organization TC "General Organization" \f C \l "3" 
The ACE ABI CATAIR is organized by major sections, then by chapter or document for quick, convenient reference.  This document mirrors the organization of the ACE ABI CATAIR as posted on the CBP.GOV web site.  The sections are:

· Section 1.  ACE ABI CATAIR Overview 
Information to get started – to establish and support electronic filing of Entry Summary and related information filed through ACE, including ACS to ACE transition topics.
· Section 2.  ACE ABI CATAIR Chapters

Technical specifications (record formats and processing information) for the initial release of ACE entry summary functionality.
· Section 3.  ACE ABI CATAIR Appendices

Appendices containing reference information to support the transactions presented in ACE ABI CATAIR Chapters.
· Section 4.  ACE ABI CATAIR Change Record
A table summarizing the changes made to the ACE ABI CATAIR by date and document.
In general, information pertaining to one topic is included in one chapter/document in the ACE ABI CATAIR.  For the ABI transactions as documented in Section 2, information pertaining to one ABI transaction is included in one chapter.  Each chapter contains all references for input and output transactions, corrections or updates, and queries.  Each chapter will have a Table of Contents and a Table of Changes.
General reference material applicable to more than one ACE transaction is included in appendices (either specifically for ACE or still in ACS appendices).   For the initial release of ACE entry summary processing, appendices included are the Census Warning Override Codes and the ACE CATAIR Record Layout Key.  Error codes and condition text along with the possible solutions are also presented in an appendix.  For other reference information, please continue to refer to the Appendices of the ACS ABI CATAIR.
Chapter Structure TC "Chapter Structure" \f C \l "3" 
Each chapter of the ACE ABI CATAIR relates to a specific ACE transaction and contains the following primary sections. These are:

· Chapter table of contents,
· Chapter table of changes (as needed),

· Introductory text with explanations of the purpose and processes,
· Record layouts with data element requirements, and
· Explanatory notes (where appropriate).
The chapter table of contents lists the record identifiers, record descriptions, and explanatory topics and in MS Word is linked to the text in the document using the control (Ctrl) key on your keyboard.  Simply hold down the control key on the keyboard, point the cursor at a title entry in the table of contents, and click. The introductory text follows and provides an overview of the chapter.  Individual record layouts and explanatory notes pertaining to specific records will follow.  
A record layout consists of the record identifier and data elements.  The data elements will include the length, class, positions occupied in the record, designation (whether mandatory, conditional or optional), and a brief description.  Notes pertaining to data elements follow the record layout.  
Page Numbering TC "Page Numbering" \f C \l "3"  

Each ACE ABI CATAIR document or chapter has been assigned a letter code, which identifies the subject.  For example, APLC represents the Application Control chapter and CRLA represents the Cargo Release (Certified from an ACE Entry Summary) chapter.

Each chapter’s pages are numbered independently for ease of reference and for ease of updating material. The page number format contains both alphabetic and numeric characters.  The alphabetic positions are the letter code, which identifies the chapter.  The following numeric positions are the consecutive page numbers within the chapter.

Record Layout Key TC "Record Layout Key" \f C \l "3" 
A new description of the contents of each column of the record layouts has been developed for ACE. Please refer to ACE ABI CATAIR Appendix Q for a description of this new record layout key.

Notification of Changes TC "Notification of Changes" \f C \l "3" 
Any notice of change to this document is issued through the Cargo Systems Messaging Service (CSMS) as it occurs.  CSMS is a searchable message database of interest to ABI Filers, ACE Event Participants, ACE Portal Accounts, ACE Reports Users, Air Carriers, Ocean Carriers, Rail Carriers and Truck Carriers.  CSMS messages can be retrieved based on a combination of keywords and filters by group, with the most recently issued messages at the top.   The CSMS database is available at http://apps.cbp.gov/csms.  You will also find instructions and a link at this website to receive these messages via email.  
Replacement changes (complete documents revised) for this document (the ACE ABI CATAIR) are issued as needed.

The Process to Become an ACE ABI Filer for Trade
Participants Not Currently Filing in a CBP System
 Participants Not Currently Filing in a CBP System" \f C \l "1" 

Process Overview

The process to become an ACE ABI entry summary filer for those entities that do not currently submit electronic entry summary or other data to CBP in ACE, ACS or other CBP systems generally involves the following steps:

· Step 1:  Make the business decision to file electronic data with CBP

· Step 2:  Decide to either develop or procure software or use a service bureau
· Step 3:  Decide on the telecommunications interface with CBP

· Step 4:  Procure/develop hardware/software to create and transmit ACE ABI transactions

· Step 5:
 Prepare and submit a Letter of Intent
· Step 6:  Prepare and submit an Interconnection Security Agreement

· Step 7:  Establish telecommunications link with CBP
· Step 8:  Transmit sample transactions indicative of the filer’s business
· Step 9:  Conduct and satisfy transaction filing test(s)
· Step 10: Initiate operations and attain operational status

ACE ABI permits approved trade participants to electronically interface directly with CBP systems in order to transmit data pertaining to merchandise imported into the United States.  

This section focuses on the steps that an international trade entity must do to initiate, arrange, and implement the electronic data processes and electronic filings with CBP.  The next section of this document explains what existing ACS ABI filers must do to start filing ACE entry/entry summary data.
Participation in ACE is voluntary and is designed for standard computer hardware and software technology available to businesses of all sizes.  Companies not automated may submit data through a service bureau; this provides the capability to communicate with ACE in the same way as companies that implement internally developed systems.

The basic eligibility requirements to participate in ACE are:

· The ability to make a commitment for sending not less than 90 percent of entry/entry summary volume electronically to CBP systems,
· The ability to maintain an error rate of less than 10 percent on transmitted data,
· The ability to satisfactorily complete all of the telecommunications and applications testing as outlined in this document,
· The ability to maintain operational standards for data quantity and quality, and
· The ability to maintain timely application system and data updates.

Step 1:  Make the business decision to file electronic data with CBP

International trade participants may have several incentives to file electronic data with CBP. These incentives create trade-offs which businesses must consider in making this decision.  The trade-offs may include such variables as the volume of trade activity, the timeliness of transactions needed, desired data quality, transaction control, and costs.  These items should be evaluated and compared with the various filing options such as manual paper transactions, the use of a broker or service bureau for all or selected operations, procurement of hardware and software, or the use of another 3rd party entity for selected services.
International trade participants should consider as many of the following incentives to electronic filing as may apply:

· Ensure compliance with rules, regulations, and procedures,
· Eliminate manual operations and paper handling,
· Correct data as errors occur,
· Effect transactions (such as cargo release) more timely,
· Use of consolidating payment options such as daily or monthly statements,

· Pay electronically through the Automated Clearinghouse (ACH),

· Realize potential cost savings,
· Allow or require participation in other CBP programs such as periodic monthly payment,
· Keep in step with automation in other areas of your business, and
· Create a competitive advantage.
Careful consideration of these and other unique factors in your business environment will drive your decision to automate.  
Step 2:  Decide to either develop or procure software or use a service bureau
Members of the trade community have three options available to participate in the electronic filing of trade transactions with CBP.  Filers may develop their own systems, procure software from a vendor or use the services of a data processing service bureau.  A prospective ABI filer should review each of these options in order to decide the most suitable choice for their ABI filing system.   CBP can provide detailed information on the options, but it cannot make specific recommendations on choices for service providers.
ABI participants must acquire the necessary computer hardware and software system to electronically interchange data with ACE.  Details of the options are:
· Develop Own Software – the trade participant creates their own hardware environment and develops their own software applications based on the technical specifications provided by CBP. Trade participants should consider the time needed/required to develop the software, the company’s current hardware data processing environment, the level of expertise in the company to develop the software, and the costs associated with this option.
· Procure Software from a Vendor – the trade participant procures software applications or systems from a software vendor.  Many vendors have developed, tested and certified software for filing ABI transactions with CBP.  Trade participants should consider the time needed to implement, the various software offered, if the software has been approved by CBP for electronic filing with CBP systems, and the cost associated with this option.
· Use a Service Bureau – the trade participant may use the services of a data processing service bureau to provide hardware, software, or telecommunications.  Many service providers have developed, tested and certified systems for filing transactions with CBP.  Trade participants should consider the time needed to implement, the various services offered, if the service bureau has been approved for electronic filing with CBP systems, and the cost associated with this option.
CBP has assembled a list of companies/persons offering software and/or data processing services to the trade community for ABI filing.  Inclusion on this list does not constitute any form of endorsement by CBP as to the nature, extent, or quality of the services provided except that the entity has successfully completed qualifying tests for the services listed.  The data processing services list is located on the CBP website at:
www.cbp.gov/xp/cgov/trade/automated/automated_systems/abi/getting_started/

Additional considerations for ABI applications software can be found in the next section of this document titled “Additional Software Procurement/Development Considerations”.
Step 3:  Decide on the telecommunications interface for communicating with CBP
Telecommunications provides the means to transfer data to, and receive data from, CBP systems. Potential ACE users are required to develop or acquire hardware and/or software to send and receive data related to entry summary (and other transactions) processing.  Generally, trade participants may select from telecommunications services offered by the telecommunications industry or use a data processing service provider.
ABI users who elect NOT to use an approved service provider for their telecommunication interface must use a data transmission protocol agreed upon between the user and CBP.  CBP provides several basic means of communications:

· High speed internet with software VPN client

· High speed internet with Cisco VPN hardware device

· Sprint or Verizon Multiprotocol Label Switching (MPLS) connection to CBP
For additional information on telecommunications connectivity recommendations, please see the CBP.GOV website at:
www.cbp.gov/xp/cgov/trade/automated/automated_systems/data_comm_changes/
Step 4:  Procure/develop hardware/software to create and transmit ACE ABI transactions

Based upon the selected implementation option and methodology, the trade participant will develop, procure, install, and implement the necessary hardware, software and telecommunications equipment to prepare, transmit, and receive various trade transactions to/from CBP.  
CBP has provided detailed information on the available options for computer equipment and telecommunications; but it cannot make specific recommendations on which system or service provider a filer should choose.
Step 5:  Prepare and submit a Letter of Intent

Prospective filers must prepare a Letter of Intent on company letterhead indicating the company's desire to participate in ACE ABI.  It must set forth a commitment to develop, maintain, and adhere  to CBP performance requirements and operational standards.  The letter must include:

· A brief description of the company’s current or planned hardware, data communications and entry processing system.

· The names, email addresses, and telephone numbers of the company’s principal management and technical contacts for operations, applications program development, and computer data communications and operations.  

· If the system is being developed or supported by a data processing company or service bureau, include the name, contact person, email address, and telephone number.

· The estimated completion date of programming or prospective start date for ACE filing.

Send the letter to: 

U.S. Customs and Border Protection

Office of Information and Technology

Chief, Client Representative Branch

ATTN:  Beauregard, Room A-314-1

7681 Boston Blvd.

Springfield, VA  22153
You may also fax the letter of intent to 703-650-3538.  Upon receipt of the letter of intent, a CBP Client Representative will be assigned to serve as the technical advisor during development, testing, and implementation.

Step 6:  Prepare and submit an Interconnection Security Agreement

In accordance with implementation of the CBP Information Systems Security Policy, all participants that transmit electronic data directly to ACE may be required to have a signed Interconnection Security Agreement (ISA) on file with CBP.  
An ISA is not required from any participant who submits electronic data to ACE through a Service Bureau, Value Added Network (VAN) or agent who subsequently transmits your data to CBP. (The obligation to provide an ISA rests with the Service Bureau, VAN or Agent.)  If the above exclusion does not apply, then you connect directly to CBP and you must complete and return an ISA document to CBP.  Failure to provide an ISA will prevent CBP from establishing the communications profile that permits data transmission to ACE.

For information that identifies those participants required to file an ISA, which ISA document to use, and instructions on how to complete and forward the ISA to CBP, visit the ISA page on the CBP.GOV website at:

www.cbp.gov/xp/cgov/trade/automated/automated_systems/isa/
Step 7:  Establish telecommunications link with CBP 
After the trade participant completes equipment and software procurement, the letter of intent and the ISA (as necessary), the trade participant will be contacted by their assigned CBP Client Representative to establish their telecommunications link.  Technical details for the link will be worked out between CBP Data Center personnel and the trade participant’s technical representative.  The trade participant will receive the specific IP address for their ACE ABI transmissions and input and output queue information from the CBP Data Center personnel when the link has been established.  
Once this process is complete, the trade participant tests the link and then in coordination with the assigned Client Representative may initiate the process to test transaction filing in CBP systems.

CBP Data Center personnel, including the Network Management Team and Middleware Branch, will resolve communications problems encountered during the initial interface attempt between the new client and the ABI application.  Once application testing commences, the CBP Client Representative will facilitate the resolution of any problems encountered.

Step 8:  Transmit sample transactions indicative of the filer’s business
The assigned Client Representative will determine the level and extent of testing that the prospective ABI filer must conduct.  Participants developing software may be required to perform a more lengthy and rigorous test than participants using software of an already certified ACE software vendor or data processing service bureau.  
This step provides the prospective ABI filer an opportunity to transmit sample transactions to ACE and receive output from ACE to ensure the filer’s system is ready to be tested.
The assigned Client Representative will determine the extent of the sample transactions necessary for the prospective filer to transmit.  In general,
· The data transmitted during this phase should represent the ACE participant's normal business transaction mix,

· The Client Representative may provide the trade participant with ACE ABI CATAIR formatted entry summary (or other transaction) examples, 

· Throughout this period, the ACE participant should utilize all of the available query capabilities of the ACE system,
· Any errors should be discussed with the Client Representative, corrected and retransmitted, as appropriate, through ACE, and
· The filer’s capability to properly handle the sample transactions is the prerequisite in order to enter the testing phase as determined by the Client Representative.

Step 9:  Conduct and satisfy transaction filing test(s) 
Again, the assigned Client Representative will determine the level and extent of testing necessary for the prospective ACE ABI filer to qualify for ACE filing which may include a formal test and/or a qualification test.
The Client Representative may require the prospective filer to successfully complete a formal test provided by the Client Representative.  The test will require the trade participant to create entry summary transactions (or other transactions indicative of the filer’s business) from information in the test package provided by the Client Representative, transmit these transactions to ACE, and resolve errors as appropriate.  The test must be taken by the actual participant (not the service bureau or the vendor) and must be passed with 100 percent accuracy.  

The Client Representative may also require the filer to perform a qualification test. The decision whether to require a qualification test and to what level will be made by the assigned Client Representative in coordination with the trade participant.  Transmissions during this period are expected to consist of the participant's actual entry summary filings (or other transactions indicative of the filer’s business).  The Client Representative will determine the length of time for the qualification test which may last several days.  Any repetitive or fatal errors may be cause for restarting the test.  Fatal errors, such as a duplicate or invalid entry number, are those which do not allow a transaction to be processed and stored in ACE.  In addition, if the filer’s transaction rejection rate exceeds five percent (number of rejects divided by the number of transactions) during the course of qualification testing, the Client Representative may elect to restart the test.  
Upon successful completion of the test(s), the Client Representative will make a final review of the participant's testing results and will coordinate the participants move to operational status. The Client Representative may also discuss the development and testing of other system capabilities with the participant.

Note: As new ACE capabilities become available, previously qualified filers may be subject to retesting to ensure that operational standards for quality and volume of data are maintained.

Step 10: Initiate operations and attain operational status
Operational entry summary status is achieved when the testing period is satisfactorily completed.  An operational participant must follow policies and maintain minimum standards.  It is the participant's responsibility to uphold the policy that transmitted data and document information is accurate. The following is a list of standards to be maintained:

· A minimum of 90 percent of total entry summary volume on a monthly basis must be electronically transmitted,
· Less than a 10 percent error rate must be maintained on transmitted data,
· Errors must be corrected and data retransmitted prior to printing and presentation of the entry summary documents (if necessary), and
· Transmitted data and printed data must correspond exactly.

These standards must be maintained to remain an operational ABI filer. CBP monitors operational participant's work and failure to maintain these standards will result in losing operational status.  Please note that the filing of entry summaries in ACE will remain voluntary until ACE can receive and process all entry types.  Until such time, these standards include entry summaries filed in both ACS and ACE.
The Process for a Current ACS Filer to Become an ACE ABI Entry Summary Filer TC "The Process for a Current ACS Filer to Become an ACE ABI Entry Summary Filer" \f C \l "1" 
This section specifies the process to be followed by members of the trade community who currently file electronic data with one of CBP’s systems to file ACE electronic entry summary and related data.  The trade participant already has the necessary hardware, software, telecommunications link, ISA and operational status for filing transactions in other CBP systems.  The trade participant needs only to develop (or procure) and install the software needed to construct the ACE related transactions as specified in the ACE ABI CATAIR technical documents, and work with the assigned Client Representative to test and qualify for ACE transaction filing.
Please note: existing ACS ABI entry summary filers using an already certified ACE entry summary vendor’s or service bureau’s software are not required to test and be certified for ACE entry summary filing.  Please contact the assigned Client Representative to establish your ACE entry summary filing eligibility.
The following process applies only for other members of the trade community filing electronically with one of CBP’s systems but not ACS ABI entry summaries.  The specific steps involved are as follows (details from the previous section are not repeated here but include additional guidance for existing ABI filers):

· Step 1:  Contact your assigned Client Representative and inform them or your desire to participate in electronic filing in ACE.  The assigned Client Representative will provide information and guidance concerning ACE and the process to become an ACE ABI filer.
· Step 2: Procure/develop hardware/software or services to create and transmit ACE ABI transactions. Again, CBP can provide detailed information on the options to implement ACE electronic filing, but it cannot make specific recommendations on which option or service provider a filer should choose.
· Step 3:  Transmit sample transactions indicative of the filer’s business as specified in Step 8 of the previous section.
· Step 4:  Conduct and satisfy the ACE ABI transactions test(s)  –  the assigned Client Representative will determine the extent of testing the prospective ACE filer may be required to perform.  The Client Representative may provide the trade participant with a formal test to be handled as specified in Step 9 of the previous section.  The Client Representative may also require the prospective filer to conduct and satisfy a qualification test, also as specified in step 9 of the previous section.
· Step 5:  Initiate operations and attain operational status – as specified in step 10 of the previous section. 
 Additional Software Procurement/Development Considerations TC "Additional Software Procurement/Development Considerations" \f C \l "1" 
Potential ACE filers must have a clear understanding of the requirements necessary to successfully file entry summary and related data in ACE prior to any procurement or internal programming efforts.  CBP Client Representatives will provide guidance through the developmental/procurement process.  If a software package is either being developed or purchased, the following are some of the capabilities that need to be considered.

Data Storage Capacity:  Consider the many thousands of lines of data needed to store the harmonized tariff numbers (currently about 20,000 lines) and related data, including the past, present, and future effective dates.  Another serious data storage consideration is the data retention of daily transactions for a suitable length of time.  ABI filers should consider data retention in an electronically accessible media at least longer than the time period for which CBP may request correction and re-filing of an entry summary (currently 90 days after initial filing). For your information, CBP’s data retention policy for internal operations requires entry/entry summary data to be accessible for up to 5 years.
Importer/Bond Queries and Importer/Consignee Create/Update Transactions:  The filer must be able to query the CBP Importer/Bond file.  This function works in conjunction with the CBP Importer/Consignee Create/Update transaction whereby importer records are created in the CBP importer file. This capability should be provided early in the development process and, when properly utilized, will prevent many importer/bond errors.

General Rules:  
· Data should not be placed in fields defined as filler.  If data is present in filler fields, an error message may be system generated.

· When transmitting data to ACE, all letters must be upper case.  While some applications may not return specific error messages when detecting lower‑case letters, CBP cannot guarantee the consistency of processing results for data transmitted in lower case.  For example, if tw is transmitted instead of TW as the country of origin code for Taiwan on an entry summary transaction (AE), the error COUNTRY OF ORIGIN UNKNOWN is system generated.  Transmitting lower‑case letters may result in delays of shipment releases and delays in receipt of other important information obtained through ACE ABI.

Entry Numbers: ACE filers should ensure through their system controls that no entry number is duplicated and that the check digit is properly computed.  

Entry Summary Line Item Identifiers:  An entry summary line item refers to a commodity listed in an entry summary transaction which includes a net quantity, entered value, harmonized tariff number, charges, rate of duty, and other pertinent information.  Some line items, however, may actually include more than one tariff number and value.  For example, most items found in Chapter 99 of the Harmonized Tariff Schedule of the United States Annotated (HTS) require more than one tariff number to be filed on a line.   

Harmonized Tariff Number: The information associated with a harmonized tariff number is essential as well as the filer’s accurate calculation of duties, taxes, and fees on the entry summary. 

Data Validations:  Procured systems or user‑developed programs must contain the necessary logic for ensuring the accuracy of all data fields when preparing entry summaries and other transactions.

File Query:  The filer’s system must be capable of performing the various queries (HTS, reference files, etc.) necessary for the accurate preparation of entry/entry summary transactions.

Courtesy Notices of Liquidation: CBP provides courtesy notices of liquidation to ACE users (other than the filer) through the automated system provided the user's system is programmed to receive them and filers have requested and have been authorized for these notices to be provided to third parties.  The filer’s assigned Client Representative will provide information to enable a third party filer to receive liquidation notices under the National Importer Liquidation System (NILS).
Error Correction Capabilities:    The filer’s system must be designed to transmit replacement, correction, and deletion transactions for previously transmitted data.

Other Capabilities:  
· If a software vendor or service bureau is being used, CBP suggests that the chosen system be qualified for and capable of successfully using all of the ABI features related to entry summary processing. These include statement processing, Automated Clearinghouse (ACH), extracts of reference files, courtesy notices, etc.
· Documents printed by a user's system must be in accordance with existing CBP directives, and in all instances, the printed data must reflect the electronic data that was transmitted through ACE.

· It is essential that filers be able to implement necessary software changes on a timely basis to prevent repetitive errors.

While the above are examples of the developmental issues that need to be addressed when designing software or purchasing a software package, they are listed as discussion points, rather than as a complete list of the system requirements.
Other ACE Transactions Testing TC "Other ACE Transactions Testing" \f C \l "1" 
There are several other transactions associated with filing an entry summary in ACE which the trade participant is strongly urged to incorporate into the participant’s system.  The trade participant should contact and work closely with their assigned Client Representative to test each of these transactions.
AD/CVD Case Information Query

ACE filers have the capability to query specific antidumping or countervailing duty case information in the ACE AD/CVD Case Management System.  In addition, ACE ABI filers may query case information by country, tariff number, foreign manufacturer, foreign exporter, case status, and date (within the last 7 days) since a change was made to case information.
Please refer to the ACE ABI CATAIR chapter titled “AD/CVD Case Information Query” for the technical specifications for creating the query and receiving the response messages from ACE.

Cargo Release (Certified from an ACE Entry Summary)
Cargo release can be certified from an entry summary filed in ACE.  During the initial implementation of ACE entry summary processing, cargo release processing will continue to be processed by ACS.  The trade participant must make provisions to receive cargo transaction processing and release results from ACS for ACE-filed entry summaries.
Please see the section on Cargo Release Certified from an ACE Entry Summary in the “ACS to ACE Transition Topics” document in this section of the ACE ABI CATAIR for a description of this process.

In addition, refer to the ACE ABI CATAIR chapter titled “Cargo Release (Certified from an ACE Entry Summary)” for the technical specifications for receiving responses from ACE for ACE-filed entry summaries certified for cargo release.
Census Warning Query

An ACE entry summary filer also has the capability to query ACE entry summaries containing unresolved Census warnings.  Queries may be made based upon the district/port of entry, a specific time period, or upon specific entry summaries.  

Please refer to the ACE ABI CATAIR chapter titled “Census Warning Query” for the technical specifications for creating the query and receiving the response messages from ACE.

Census Warning Override

The Census Warning Override transaction provides ACE filers the capability to submit a Census Warning “Override” code if warranted upon receipt of Census warnings.  Census warnings may result when data validations are performed in ACE entry summary processing.  
Please refer to the ACE ABI CATAIR chapter titled “Census Warning Override” for the technical specifications for creating the input and receiving the response messages from ACE.

Entry Summary Status Notification
The Entry Summary Status Notification message is a new ABI status message generated from ACE entry summary processing, from CBP manual review of an entry summary and related information, or from an action taken by CBP with agreement or request from the entry summary filer.  This message will be sent only to ACE ABI filers for those entry summaries filed in ACE.

Filers may receive an Entry Summary Status Notification message indicating that additional documentation is required, an entry summary has been rejected, canceled, or inactivated, or that documentation has been received by CBP.

Please refer to the ACE ABI CATAIR chapter titled “Entry Summary Status Notification” for the technical specifications for receiving these messages from ACE.

Entry Summary Query

An ACE ABI filer has the capability to query ACE entry summaries.  Query responses provide the filer the full set of filed entry summary data elements in addition to several status indicators and associated dates.  Please refer to the ACE ABI CATAIR chapter titled “Entry Summary Query” for the technical specifications to create the query and to receive the response messages from ACE.

In addition, ACE-filed entry summaries will also be stored in ACS for processes not as yet provided in ACE. Therefore, during the transition period while ACE and ACS entry summary processing coexists, filers may also use the ACS JI query application identifier to query entry summaries which were originally filed in ACE.  Data returned in application identifier JR from ACS for ACE-filed entry summaries will only provide the limited data as specified in the JR transaction and not the additional data offered in the ACE entry summary query response JD.  See the ACS ABI CATAIR chapter titled “Entry Summary Query” for information on filing the JI query and the content of the JR output records.

Importer/Bond Query
ABI filers have the capability to query ACE for importer/consignee name, address, and bond information.  Results of this query are created from the Importer/Consignee File and the Importer Bond File.
Please refer to the ACE ABI CATAIR chapter titled “Importer/Bond Query” for the technical specifications for creating the query and receiving these messages from ACE.

Importer/Consignee Create/Update
ABI filers have the capability to electronically add name and address information to or update name and address information in the Importer/Consignee File.
Please refer to the ACE ABI CATAIR chapter titled “Importer/Consignee Create/Update” for the technical specifications for creating the update messages to send to ACE and receiving the response messages from ACE.

Statement Processing Testing

Statement processing is a required feature for ACE participation, and prospective ACE participants must demonstrate the ability to print the appropriate statement information.

Please refer to the ACS ABI CATAIR chapter titled “Periodic Daily Statement” for the procedural and technical specifications for creating the input and receiving the response messages from ACE.

Computer and Information Security TC "Computer and Information Security" \f C \l "1" 
Computer and information security is the responsibility of all users of CBP automated systems, whether access is accomplished via electronic data interchange (EDI) or by the use of on-line, interactive systems, including the ACE Secure Data Portal.
Users must protect access to CBP systems and data provided to, or retrieved from, CBP systems from unauthorized disclosure.

Computer and information security for CBP systems is established and enforced on various levels, including through:

· On-line access to the ACE Secure Data Portal,

· Telecommunications links, and

· EDI application security.

Information to establish, use, and maintain access to the ACE Secure Data Portal can be found on the CBP website at: 
www.cbp.gov/xp/cgov/trade/automated/modernization/  
The ACE Secure Data Portal application and ACE training and reference guides will step prospective users through this process. 

Telecommunications security for the electronic exchange of information between filer and CBP systems is documented and enforced through the provisions of the various CBP Interconnection Security Agreements (ISA).  Information concerning CBP ISAs can be found on the CBP website at:
www.cbp.gov/xp/cgov/trade/automated/automated_systems/isa/  

Additional security at the EDI application level is controlled by the establishment and use of unique message queues and the use of passwords.  Details concerning the security aspects of the filer’s information exchange will be provided by the assigned CBP Client Representative.  Coordinate all telecommunications or EDI passwords with the assigned Client Representative.
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