Fraudulent Document Detection and Traveler Identification Security Measures
Customs and Border Protection (CBP) is the unified border agency within the Department of Homeland Security charged with the management, control and protection of our nation's borders at and between official ports of entry. CBP is charged with keeping terrorists and terrorist weapons out of the country while enforcing hundreds of U.S. laws.

The Fraudulent Analysis Unit (FDAU)

The FDAU was created in January 2005 to serve as the repository and central location for analysis of all fraudulent documents seized by CBP officers nationwide. The mission of the FDAU is to remove fraudulent travel documents from circulation and to prevent the use of these documents by mala fide travelers attempting to enter the United States.

The FDAU manages the Carrier Liaison Program.  The mission of the Carrier Liaison Program is to enhance border security by increasing commercial carrier effectiveness in identifying improperly documented passengers destined to the United States.  The FDAU also manages the CBP Fraud Prevention Program.  The goal of the Fraud Prevention Program is to increase fraudulent document interceptions through sharing of information within and outside of CBP.  As the central repository and point of analysis for fraudulent documents seized by CBP, the FDAU provides training and training material regarding fraudulent document use.  Information on fraudulent document use is shared within CBP and DHS and with other U.S. and foreign government agencies via monthly bulletins.
Since its inception, the FDAU has received over 207,500 fraudulent documents, including U.S. and foreign passports, immigrant and nonimmigrant visas, permanent resident cards, border crossing cards, and identity documents such as birth certificates, drivers’ licenses, and social security cards.

Key Statistics

CBP processed 430 million travelers at our nation’s air, land and seaports last year. A vast majority – nearly 317 million of these crossings – was made at one of the 102 northern border ports and 28 southern border ports. 

CBP officers intercepted more than 75,000 fraudulent documents last year, and over 47,000 to-date with 4 months left in the Fiscal Year. On an average day, CBP officers deny entry to 868 non-citizens and 45 criminal aliens attempting to enter the country, and has denied entry to over 334,000 aliens during the current Fiscal Year.

Mission and Training

To fulfill CBP’s anti-terrorism mission, officers are trained to be vigilant not only in securing our borders between ports of entry, but also at established air, land, seaports and pre-clearance locations where individuals may attempt to enter with false documents or as imposters. 

CBP officers undergo specific security training to determine what genuine documents look like and how documents can be altered.  CBP also trains officers to watch for imposters – people who use genuine documents but are not the legitimate bearer of those documents. CBP officers working primary inspection are taught to recognize possible fraudulent documents and to refer those questionable documents to secondary for further review and consultation.  

Since our merger in 2003, CBP has trained nearly 19,000 CBP officers and agriculture specialists in basic fraudulent document detection.  In addition, CBP has trained more than 1,600 officers in advanced skills in behavioral analysis.  CBP has also embedded fraudulent document training into approximately 40 other training courses.

Key Travel Security Partnerships 

CBP has partnered with the international air carrier industry in the Carrier Liaison Program. Through this program, CBP trains carrier staff, free of charge, in fraudulent document and imposter detection. 


The Immigration Advisory Program is a similar partnership that deploys CBP officers to foreign airports to assist with pre-boarding on flights bound for the U.S., and essentially provides real-time feedback on document and passenger analysis. 

These strategic partnerships with private sector entities are crucial in CBP’s layered security measures. Because carrier staff come into contact with passengers well before the plane has left the gate, they are a critical partner in helping identify individuals who may be attempting to enter illegally or pose a threat to National Security. 

Electronic System for Travel Authorization: is a manual vetting of Visa Waiver applications related to national security risks and admissibility issues.

Global Partnerships 

CBP continues to build relationships for sharing border security information with other nations.

APIS/PNR 

Review of electronic manifests and ticketing information for arriving and departing passengers.

Technology and Targeting

These programs are operated in conjunction with technologies and targeting mechanisms such as advance manifest information sent via the Advance Passenger Information System. This information is sent to the National Targeting Center, CBP’s 24/7 data analysis center created in the wake of 9/11, for passenger screening prior to a plane’s arrival/departure. 

This tool provides CBP more information about individuals boarding flights inbound/outbound of the U.S, and more time to review and analyze that information. CBP’s Passenger Analysis Units also review manifest information at air and seaports that receive international traffic. 

At land borders, because there are no advance passenger manifests, CBP officers screen individuals as they present themselves at the time of inspection, as pedestrians, in cars, buses or on trains.
The Integrated Automated Fingerprint Identification System was created post-9/11 to allow law enforcement agencies at the federal and state level shared access to a variety of criminal and immigration databases. This system, housed by the FBI, is the largest biometric library in the world and contains the fingerprints and corresponding criminal history information for more than 47 million subjects.  

A CBP officer or Border Patrol agent can verify an individual’s inclusion in this database within a matter of minutes due to the dynamic nature of the biometric fingerprint capturing technology, which has resulted in the apprehension of numerous individuals both at and in between ports of entry.  Since its inception in 2004 there have been over 250,000 “hits,” or notices that an individual has one or multiple criminal or immigration violations.  Since January 2008, every applicant issued a visa is processed thru IAFIS at all DOS posts.

In addition, the US-VISIT entry/exit technology continues to be expanded to provide this biometric fingerprinting for visitors to help verify identity as well as cross-check with databases and record entry into the U.S.  

Risk Management With Trusted Traveler Programs
CBP has been using risk management principles and advanced technology to facilitate low-risk travelers across the border at selected crossings since 1995 through trusted traveler programs. The “trusted traveler” concept assists law enforcement officials at our nation’s borders in identifying low-risk passengers who voluntarily undergo background checks and fingerprinting, as well as an in-person interview as requisites to join, from those that may present a higher risk to U.S. homeland security. These programs allow border residents and frequent travelers access to a dedicated lane and expedited processing, and combined have more than 559,000 members.


· Secure Electronic Network for Travelers Rapid Inspection (SENTRI) This program is exclusive to the Southwest Border. Critical information required in the inspection process is activated in the CBP database by RFID technology in advance of the traveler’s arrival, thus reducing the inspection time from an average of 30-40 seconds to an average of 10 seconds. Approximately 188,000 individuals are currently enrolled in SENTRI, accounting for more than 1,020,000 border crossings into the U.S. per month at 9 ports of entry.

· Fast and Secure Trade (FAST) is commercial truck drivers and is operated in partnership with Canada and Mexico. Currently, there are 95,000 approved drivers in the program, with 13 crossing sites along the southern border and 14 crossing sites along the northern border.

· NEXUS is the joint U.S./Canada trusted traveler program. Currently, the NEXUS Highway program has over 270,000 enrollees and is active at 16 northern border crossings, and the NEXUS Air pilot program is available at 8 pre-clearance airport locations in Canada.

· Global Entry, the trusted traveler program for air passengers, is currently available for U.S. citizens and lawful permanent residents at seven airports of entry in the U.S.  In 2009, the program will be expanded to 13 additional large airports of entry.  There are currently over 6100 enrollees in the Global Entry program.  
Western Hemisphere Travel Initiative

A key reason for the secure document provision in the Intelligence Reform and Terrorism Prevention Act of 2004 was precisely to standardize the many documents currently accepted to travel within the Western Hemisphere. Utilizing a passport – a secure, internationally recognized travel document – allows CBP officers to make a well-informed decision that serves the dual purpose of expediting the traveler’s crossing and helping to secure the borders. 


Documents such as drivers’ licenses and birth certificates are not secure and are easily counterfeited. They are not machine readable, often times unverifiable, and do not include biometric information such as a digital photo – components that are much more difficult to counterfeit. Harmonizing these documents into fewer secure, verifiable, biometrically enabled travel documents is a critical step in securing our borders. That is why DHS and the State Department have been working hand-in-hand to implement the Western Hemisphere Travel Initiative in the timeframe called for by Congress. 

Currently, there are two proposed implementation dates: January 1, 2007 for air and sea travel, and January 1, 2008 for land border ports of entry. This two-pronged implementation is meant to ensure a smoother transition for travelers, as well as permit time for key decisions to be made over a proposed passport alternative – the PASS Card – as called for by Secretaries Rice and Chertoff in January of 2006.

CBP will continue to work closely with DHS and State throughout the rollout of this important measure, both on the operational end and to help communicate this change to the affected audiences.
