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Business Resumption Planning Overview
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Purpose

 During time of emergency make certain the borders are
secure while ensuring legitimate travelers and trade
(particularly urgently required goods) continue to cross
without undue delay.

 Restated ... It Is about moving goods and people through
Ports of Entry during and following disruptive events
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Presenter
Presentation Notes
SO, WHEN DID ALL THIS WORK BEGIN?



The Security & Prosperity Partnership (SPP) Initiative 9.2.7 was signed in June 2005 and is a dual bi-national agreement. 

In it, the U.S., Canada, and Mexico agreed “to develop business resumption protocols at the land border ports of entry in the event of an unexpected disaster and/or increased alert levels.”

.  


Guiding Principals

= Work collaboratively with all stakeholders to secure the border while facilitating legitimate trade
and travelers

= US Government Agencies, State and local authorities
= International counterparts along shared borders
= The Trade

= Communication at all levels is critical to success

« Communicate in a timely manner to expedite the implementation of emergency plans and
reduce the impact on key stakeholders.

» Advise counterparts when taking an action that impacts the normal operation of a port of
entry or could negatively affect the flow of commerce

» Consult with counterparts prior to releasing approved messages intended for the trade.
» Keep trade informed to assist in their mitigation planning

= To the extent circumstances permit:
= Avoid automatic shutdown mentality
= Localize the response
= Recognize trusted trade and traveler programs
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Approach

e CBP has taken a phased approach

— Completed

» Northern Border - Joint Canada Border Services Agency (CBSA)/CBP
Business Resumption Communication and Coordination Plan signed July 2007

o Maritime - CBP/U.S. Coast Guard (USCG) Joint Protocols for the Expeditious
Recovery of Trade signed February 2008

» Southern Border - Joint Mexico Customs (MXC)/CBP Business Resumption
Communication & Coordination Plan signed April 2008

— In Progress
» Extending the Maritime Protocols to include Canada

« Participating in joint US-Canada project on moving goods & people to and
away from the border during and following emergencies

 Incorporating Trade Support Group’s in all modes
— Next Steps
« Extend the Maritime Protocols to include Mexico
« Extend the Maritime Protocols to selected international trading partners
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Business Resumption Protocols

Cover all hazards
* Pandemic
» Natural disasters
 Increases in security alert levels

Are activated by mutual decision that an event or incident has the potential to
significantly disrupt trade flows or service levels on a area wide or national basis
e Maritime .... USCG and CBP
* Northern Land Border ..... CBP and CBSA
« Southern Land Border ...... CBP and MXC

Compliment existing national incident management plans and North American
Cross Border emergency management arrangements

» Focus on the expeditious recovery of trade / passenger flows through the
system following an incident

Provide a framework for communication and coordinating activities among the
multiple agencies involved in moving goods and people to, across, and away
from our borders or maritime ports of entry during and following an emergency
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General Business Resumption Process Steps

« To maintain and/or resume the flow of legitimate travel and trade

at the land borders, CBP:
 Establishes mutual situational awareness among relevant stakeholders;
including international counterparts
» Develops a commensurate enforcement response
 Advises international counterparts of implications
* Implements mechanisms to facilitate the movement of people and goods

» With appropriate consultation and collaborating with international
counterparts
e Conducts continual assessments and communicates to all stakeholders
through the use of the Unified Business Resumption Message (UBRM) and

the Business Resumption Listserv facility
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U.S. Maritime Business Resumption Protocols

» Recognize USCG and CBP as the principal federal agencies for restoring
maritime trade flows

» Acknowledge the vast majority of marine infrastructure belongs to, and is
operated by, the private sector

 Establish a collaborative process with industry for recovery of U.S. maritime trade
following a disruptive event

* Engages Two Primary Industry Support Groups
 Carrier Support Group
» Trade Support Group
* Inter-modal Logistics Providers
» Importers and Exporters

» To serve as information conduits to constituencies
» Limited partners to provide efficient, yet effective and timely
communications
* Members represent the preponderance of commercial interests in US
waterborne trade

@ Homeland P
N Security W7/



U.S. Maritime Business Resumption Protocols

CARRIER SUPPORT GROUP

Consultation:

World Shipping Council

Chamber of Shipping of America

Int’l. Assn. of Independent Tanker Owners
American Waterway Operators

Cruise Lines Int’l. Assn. (ICCL)
Passenger Vessel Assn.

Lake Carriers Assn.

Notification Only:

Baltic and Int’l. Maritime Council (BIMCO)
Intercargo
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TRADE SUPPORT GROUP

Consultation:

American Assn. of Port Authorities
Inland Rivers Ports & Terminals
National Assn. of Waterfront Employers
Association of American Railroads
American Trucking Association

American Assn. of Exporters & Importers
U.S. Chamber of Commerce

Business Roundtable

Retail Industry Leaders Association

National Customs Brokers & Forwarders
AssSN.
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o
U.S. Maritime Business Resumption Process Steps

- If a circumstance arises that could measurably affect US maritime port
operations or cargo flows, USCG and CBP:

1) Establish mutual situational awareness, develop a commensurate enforcement
response, define system constraints, and identify known priorities
* May include all or elements of the National Marine Transportation System
Recovery Unit (MTSRU)

2) Convene the Carrier & Trade Support Groups (CSG and TSG)
» Inform them of the situation, constraints and priorities

* Request CSG canvas the maritime carriers for mitigation plans and report
back

3) USCG/CBP assess the collective ability to support the CSG reported mitigation
plans
* Request modifications from CSG and/or reallocate resources to support as
appropriate

4) Iterate as necessary
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Communicating with Trade at Large

» Trade has repeatedly stressed that rapid notification oS
IS essential to minimize operational disruption [R5 About CBP | Contacts

» CBP has implemented the Unified Business

e | Newsroom | Border Security -m.
) - ] I l-t "r{i::;e;{ Import / Communications To Trade / CBP Unified Bu
Resumption Message (UBRM) on its web site.

tid i d =1
Available for: ;";5;,‘,:%:,};';‘:;—3‘;';,“5” Northern Border Highway
: No Inci T
o Northern Border P —— Current Status Mo Incident at this Time
Cargo Contes] HSAS Level: No Incident at this Time
e Southern Border
. Y Affected Port(s) of No Incident at this Time
L4 Ral I Carriers Entry:
° M ariti me Commercial Enforcement  Incident Description: No Incident at this Time
Communications to Trade
- _ Time of Incident: No Incident at this Time
b AI r Duty Rates/HTS
. Trade Can rece|\/e through RSS (Rea| |y SI mp|e e Location of Incident: Mo Incident at this Time

Infrequent Wait Times: No Incident at this Time

Syndication) feed — a web feed that will update  meerter/mraveter
CBPs Port information directly to their s e
company’s website; .

« ListServ capabilities are now in place; updates — [reesdawss | porsRoses
can be sent directly to a mobile device, email,  froeimee ' Hours of Operation at No Incident at this Time

Alternate Ports:
etc.

Duration of Delay: No Incident at this Time

Operations Support Impact of Incident: Mo Incident at this Time

Regulatory Audit

Next Update: No Incident at this Time
Report

PARTA
NPu Suspicious Activity to " g N
. gr Homeland 1°800-BE-ALERT \ Additional Information: No Incident at this Time
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Recelve Real-Time Updates

Address |€| http:/fcbp. gov fxpfcgovftradeftrade_outreach /bus_resumption/

Click the green “e” to sign
CBP.gov J : ;

W ESE/ 5 America's Borders up for the list serve; and/or

.. mn‘é& About CBP Newsroom Border Security Trade : the Orange “RSS” bUttOﬂ fOI’

Home [ Trade / Trade Qutreach / the RSS fGEd_

Avtomated Syctemeand | ALERT - CBP Unified
o tional Su t - - /EEIH:"‘I ALERT - CBP Unified
pera rpo Business Resumption Business Resumption Messaging -
- Northarn Border Highway for:

Basic Importing and Messaging - Northern | e =
Exporting -

Border Highway
Carge Security Messages, direction, and updates to enable post-incident section sitemap for
CEP e d resumption of trade. ALERT - CBF Unified Business
Pullil:l-:gt;ns nsan Fesumptisn M’essag.mg - Nerthern

Border Highway
Err e e o e = ALERT - Northern Border Highway - Neche
Flooding

Quicklinks see also:

» Southern Border Highway .

= Maritime Implementation of the
Trade Programs Alcohol and Tobacco Tax

» Northern Border Rail and Trade Bureau Tax Rate

Increase
» Southern Border Rail CEP ISF/"10+2" 2009

Cutreach Schedule
Report

Suspicious Activity to
1-B00-BE-ALERT

= Air CEP Trade Strategy
2008 Trade Symposium

Trade News

Wha‘t‘s New ISer;Lir:tinn Reimbursable

in Trade e
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Sample UBRM
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Address |@ http: f{cbp.gov fxpfcgov firade ftrade_outreach/bus_resumption/northern_highway hwy_nd_22_4.xml
"CBP.gov
 Securing America’s Borders SEARCH

s About CBP Newsroom Border Security Trade Travel Careers

Home [/ Trade / Trade Cutreach !/ ALERT - CBP Unified Business Resumption Messaging - Morthern Border
Trade Highway ! ALERT - Northern Berder Highway - Neche Flooding /

poomated vstemsand . Neche Flooding - Day 22, Message 4

Operational Support =
Basic Importing and (05/07/2009) print
Exporting
) see also:
IEITEEELE Current Status: ALERT ALERT ALERT
o (> in ALERT - Northern
b ensand oS Lovel: Yellow Border Highway -
Neche Flooding:
Priority Trade I Meche Flooding - Day 13,
rerify frace fesuss ’E‘ft‘:?"'d Portis) of  \ache Port of Entry (POE) e pogdine e
ATEITE - MNeche Flooding - Day &,
Incident Description:  Natural Disaster — Flooding Message 2 _
MNeche Flooding — Day 1.
Trade Programs Time of Incident: ONGOING Mess=ge 1
Location of Incident:  Meche, Morth Dakota = on the web:
CBSA Unified Business
Report Impact of Incident: Neche POE remains closed. Resumption Massaging

Suspicious Activity to
1-800-BE-ALERT

Highway 18, south of the port, was
damaged along several lengthy
stretches during the recent flooding

\ and is impassable. Traffic continues to
What's New be re-routed to the Ports of Walhalla

in Trade and Pembina during this closure.
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Sample UBRM

Duration of Delay: Ongoing — TBD The North Dakota
Department of Transportation is
currently repairing the road surface on
Highway 18. The port is expected to
re-open and return to normal
operations on both the LS. and
Canadian sides of the border later this

week.
Status at Area + Walhalla, North Dakota
Ports/Terminals: (8Bam-10pm)
+ Pembina, North Dakota
(244T)
Next Update: TBD

Additional Information: For information on the Canadian side

of the Border, please visit: [ cesa
Unified Business Resumption
Messaging )

How to What's New * Contacts * Ports * Questions * Forms * Sitemap Department of
Use the Website Homeland Security

Featured RSS Links OED | FOIA | Privacy Statement | Get Plugins | En Espanol USA.gov

Inquiries (877) CBP-5511 | International Callers (702) 528-4200 | TTD (S88) 880-8582 | Media Only (202) 244-1780
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Office of Field Operations
Business Resumption Planning and
Coordination



Presenter
Presentation Notes
Good afternoon ladies and gentlemen.  My name is Aileen Suliveras and I am the Director of Cargo Verification in the Office of Field Operations’ Cargo and Conveyance Security Division.   On behalf of U.S. Customs and Border Protection, I would like to thank you for the opportunity to participate in this panel discussion which gives us an opportunity to discuss our collective and collaborative efforts in business resumption planning and coordination.



On a National level we are getting more and more involved in Local, Regional and Recovery exercises with regards to Business Resumption.  


®)
Tabletop Exercises

Promote preparedness
Facilitate discussions between governments and trade

Focus on Communication, Business Resumption and Trade
Recovery
Exercises Conducted

Detroit, Ml — July 2006

Vancouver, BC — April 2007

San Ysidro, CA — December 2008
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CBP has been actively working with the Canada Border Services Agency (CBSA) and Mexico Customs on Business Resumption Communication and Coordination Planning.  In order to validate these plans, tabletop exercises are conducted with border agencies and industry stakeholders to promote preparedness by testing policies and plans already in place.



The intent is to facilitate discussion and situational awareness between the government chains of command, liaison with trade, and procedures for delivery of information to stakeholders during an incident that disrupted the flow of trade.  



Additionally, these exercises are helping CBP personnel establish relationships with other governments, responding agencies, and the Trade community.  



The focus is on Communication, Business Resumption and Trade Recovery. 



Exercises have been conducted in Detroit, Michigan; Vancouver, British Columbia; and San Ysidro, California.  



We are tentatively planning to have a joint maritime exercise with Canada and another land border exercise with Mexico this fiscal year.








()

| essons Learned

Communications

Clear, Timely, and
Consistent

Close collaboration
between border officials
Border Access and Security

Trusted Trade and
Traveler Programs

Traffic Management
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Presenter
Presentation Notes
These exercises have served as learning experiences and the opportunity to identify gaps that will require further work to improve resumption efforts.  



Each level of CBP, Canada Border Services Agency (CBSA), and Mexico Customs demonstrated a clear understanding of the need to establish contact quickly and ensure that the information provided was clear, timely, and consistent.  Border officials on both sides have a good relationship and communicate on a regular basis.  They also demonstrated a firm awareness that implementing plans requires close collaboration since the actions of one agency directly impacts the other.  



Managing the traffic flow to the border and maintaining security presents unique challenges.  Local procedures must be established to coordinate with local traffic authorities to allow clear access to the crossing for trusted travelers and traders, and for priority shipments.  The Ports of Entry will, to the extent their infrastructure and the event circumstances permit, provide priority processing to these program participants.



While CBP and its international counterparts have processes in place to expedite the processing of priority goods and people across the border, the real challenge is getting them to and away from the border, which requires collaboration and cooperation from other government, state, local, and provincial authorities.






®)
Areas for Improvement

|dentification and Processing of Priority Cargo
3 — Tier Approach

Trusted Trade Programs
Advantages need to be demonstrated

Communications
Between Government, Trade, State and Local Authorities

Alternate Procedures
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Presenter
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Several opportunities for improvement and recommendations were identified in the ability to maintain and/or rapidly restore the flow of trade.



The topic of how cargo priorities are determined has received considerable attention.  CBP has a three-tiered approach to the prioritization and processing of goods during periods of disrupted trade flow.  



The highest priority and consideration is assigned to National Priority Goods (NPG) and local relief supplies.  

The second category is participants in recognized Trusted Trade and Traveler Programs, such as C-TPAT and FAST program members.  

The third tier is simply composed of everything and everyone else.



The advantages on Trusted Trade Programs during an incident need to be fully demonstrated.  Solutions for providing priority service to members of these programs should be explored and provided to the Ports of Entry for local assessment.



Although communications were identified as a major strength, there is a need for improved communications between Government, Trade, State and Local authorities.  This includes educating the Trade on the communication capabilities CBP, CBSA, and Mexico Customs have implemented to automatically notify trade whenever there is a significant disruption at any Port of Entry, and to provide basic information they need to make critical commercial decisions.  



The need to address alternate customs clearance and release protocols were identified by both the trade community and customs, such as alternative modes of transportation, off-border processing, traffic management, and border security.




S
Conclusion

Exercises highlight strengths and areas for improvement
Basic plans are in place, but will be refined

CBP will continue more tabletop exercises and drills to further
refine trade recovery planning and increase the understanding
of business resumption planning requirements

Trade involvement
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Presenter
Presentation Notes
In conclusion, these exercises serve as learning experiences and highlight strengths and areas for improvement.



Basic plans are in place, but CBP will continue to move forward, and evaluate potential actions to be taken to improve business resumption planning for all stakeholders.



More tabletop exercises and drills will be conducted to further refine trade recovery planning and increase the understanding of business resumption planning requirements.



Additionally, Trade displayed a great interest in working with government to identify communication channels and develop protocols and procedures for maintaining situational awareness prior to and during an incident.




Office of International Trade

Office of International Affairs
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