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Executive Summary

CBP One is a mobile application that is intended 10 act as an intuitive single point of entry for travelers and stakeholcers o acress CBP services and mobile
dpplication such as ROAM, 1-94 Entry/Exit and Appoirtment feature, Through a series of mtuttive questions, it will guice each type of user 1o the appropriate
servicesbased or their needs.

CBP ONE ALLOWS USERS TO:
v Accessapunapridte (BP services far your $ecific nesds v Enable userto apply for and quickly réference |94 v Apply for and manage Cousing Licenses
v Reportyour Arrival vie Air or Ses applicetions for US Entry v Chat or Video chat with CBPOs
v Schedule inspections for perishable carge v Bometritally validate US Ext and close aut 194 formts {when applicatye)
v Request inspection of Hand-Cary Pemit teinss < Pay -94 fees of User Few Drcals v Revewve push notificetlans lor slatuses
v Apply Brihe Glaoal Entry Program on requesis/submissans

BENEFITS

Eliminates need for muitiphe
CBP appications

Provides live updates on the datus
of INSPeony/appointre s

Sawes profile and traveler data
1o reduce data enlty

Scan passports 1o girecty upload
document sata

Offers quick accessto recently
visited faatures

.

Ellminates long lines and phoaes
calk (where applicable}

cop (oo




History of CBP One

CAF leadership wanttied challznges from having multiple detached services and applicanons available to vanous user types. C8F One was developad with
omerging technology to meodaorrize and streamline access to CBP sorvices and featurds, CHP Ono offars faster processing times for CB? OHicers, due to agdvancee

submissions and real-time feedback from Lsers,
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PROBLEM %

= Slakaboléers am Inceasrgly dermanding
moble capabiities for CEP services

+  CEPapphations and seivices wers
seatiered and decentralited

= Noconsment viTas uoiue or usern
interace for publicfacng apps

= Mo mobile compatible formal Tor muos!
stakeholdars 1o interact with CBP

&

SOLUTION

+ Contralizd platorm for all (92
apglications amd services

+ Madernizen user expensnde
« improven ravelarcompliance

+ Maobile fiendly soltion for
Trade/Comprrcial community

+ Avalable atall Reld Offices and Forts of
Ery

.

INTENDED BEMEFITS FOR CBP

Lsmabiishes CBP Dne as the comgrebensive
pubslic facing applicatior far OFD services

Retures duplicative efirgs and procurermers
fon appdewelopment within OFD,

ilizetéracicern t=chnnlopns tostrsambine
ard autornate CRP pperatons

Miows afficers toshift focus from
adiministrative tasks to enforcement
resporsibilites




Vision

Create a modern and simplified traveler and stakeholder expenence, while making it easier for Officers 1o review and pracess users through its eficent data

intake method.
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Sallae Ploceai s

Security
Logurmeagnn throsh login gow sith acmess 1o
provioasly saved lotmatian Documints 3ad
bigretric data aiv vaficated using cutting:
wae techrokoy

cep | oF

Intuitive Interface
Lseramo-panified of1he requited inforniaron,
farme and v they will need to provide
thraugh sn wasy and iNULve process bided on
whes therg are and whit they nept 10 do

Pre-Vetting/Notifications

in New Environments
GCHP Unt erables OMices 1oy ior s ageting and.
werng efforrs inagvance of wraveder ardval at the
Boreer

Integrated. Public-Facing
Mobility
CBP Ore will conaiidie exsling, bhe b

CBP mobile appa/sarvices and makethem
actesbie 1 ope nablieapplicition




Capability Roadmap

Servicesin the CEP One app will be rolled out i phases, The first phase willwnclude inspectior requests for penshable cargo; the ability to apply, and pay,
for an 194, iometric confirmarian of third courtey natiorals’ exit from the U5 CBP ROAM's intepration, with the ability ta apply foc updated cruising
licenses. Additional services will be availabile in 2021
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CBP One Core Team and Stakeholders

The core CBP One team cansists three producl owners, each with a unigue role and posiuon, However, the broader LBP Ope tedm sparns across the
CRP enterprise and mcludes a large range of stakeholders

& » & 22 -
Program Manager Product Owner(s) OF0 Stakenolders Technical Field SMEs OIT Development Team
(b)(6), (b)(7)(C)  Trre ()(8). (b)(7)(C)
Notiee of Arrival

Land ng Rghts Requests
APTL
Scoeduling Pershabe Cargo
Advange Notice Mand-Cary Perrit ltems
PPAE
CBPROAM —~ Réport Arrivals for Pleasure
oats
Prasvizianal | 94 oty
Thid Country National Exit Reperting
DTOPS
Fee payments
CCs
Cripsing Lic e
Vessel Arrvals
Scheduling Cargo Inspections
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Close-up of CBP One
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DEPARTMENT OF HOMELAND SECURITY
U.S. Customs and Border Protection

OFO INTER-OFFICE
ROUTING SHEET

Date: & Z (4 Z01&

gg ;)ED"‘*"‘°""‘8’°""S'°" 10 Destination Initials | Date
JWiiter's FulLName. ... ; OFO Front Office Ry
3 [ (b)(6), (b)(7)(C) i Executive Assistant Commissioner A BN E
g Telephone No. Deputy Executive Assistant Commissic e DA
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Room No.. | [F] | Deputy Chief of Staff 2 o 7!
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QEN.Tracking. No Admissibility & Passenger Programs
(b)(7)(E) [1 | Executive Director
Subject: ] | Deputy Executive Director
CBP One Application (App) Vision and Director
Next Steps ]
Agriculture Programs & Trade Liaison
[[] | Executive Director
— | [[] | Deputy Executive Director
Priority __% Director
[] si1s2 Date & Time Due T T T
[] ciez2 ] | Executive Director
| ] | Deputy Executive Director
Type _‘% Director
[l NeedsiAppioval Mission Support
[C] For Situational Awareness [T] | Executive Director
(] Deputy Executive Director
Comments Director
: 3 L]
«B“ oo witelioteats National Targeting Center
[ Let's Discuss | [] | Executive Director
| [ ] | Deputy Executive Director
[] | Director
]
Operations
| [] | Executive Director
[[] | Deputy Executive Director
| [] | Director
|____[Planning Program Analysis & Evaluat: Wy 1 LA IC S
Executive Director " S
ﬁ Deputy Executive Director ®)(6), (BI7NC) % Lt bIS
Director L&
] ;
This routing sheet is strictly for the use of in office documents only. Please do not use to distribute CBP HQ OFO Form 123 (12/16)

documents that need to be signed by other offices within CBP.
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Office of Field Operations
Planning, Program Analysis and Evaluation Directorate (PPAE)
August 14, 2018

Action: Information Only

Issue: CBP One Application (App) Vision and Next Steps

Executive Summary:
» PPAE Innovative Program Acquisitions (IPA) is formally launching the development of the CBP

One app to provide travelers a consistent experience when interacting with CBP mobile products.
e CBP One will be an intuitive application suite of CBP traveler facing mobile apps, for existing,
and upcoming efforts.
e CBP One will guide travelers to the appropriate application based upon a series of questions the
traveler will answer about their trip and travel needs.

Background:

e In recent years, CBP has launched multiple mobile apps to streamline the ways in which travelers
interact with CBP, and additional apps are planned for the near future.

e While digital engagement has increased, the growing number of apps risks confusing travelers
and impeding the overall user experience.

* The idea for CBP One was developed as a singular, intuitive mobile application suite of
applications for travelers to interact with CBP on their smart devices and avoid having to self-
navigate between different CBP mobile app options (e.g., CBP ROAM, 1-94 application, 1-94
exit, etc.).

v | (b)(S)

Current Status:
e [PA has identified relevant stakeholders for the development of the CBP One app, including

product owners, sponsors, and technical Fueld subject matter experts.

..................

~ (b)(5)

U The ultimate vision for CBP One is that it will serve as a platform to access present and future
CBP mobile apps.

e Moving forward, PPAE will lead the coordination across OFO and OIT to complete the design
and development of CBP One.

e OFO has funded CBP One and will work with OIT to develop a schedule for application release.

Approved/Date: ______ .. Disapproved/Date:

. 'Needs Discussion/Date: (b)(6), (b)(7)(C) % \7 Modifleale:




CBP One Mobile Application @ e Tt

CBP One mobile application will be designed with an user centric interface to provide users with an intuitive and guided border entry/exit experience regardless of
geographic location, mode of transportation or citizenship. CBP One is intended to compliment other traveler facing apps (e.g, ROAM, [-94 Entry, I-94 Exit), and be
conversational in nature to direct users to the appropriate functionality given their travel scenario.

CBP One prepares all travelers for U.S. entry/exit by allowing users to:

+ Integrate with login.gov and pay.gov = Declare port of entry and geographic location (when applicable)
» Create and save traveler profiles, including those of their travel group +  Select mode of entry
»  Scan passports to directly import information into CBP One = Access the appropriate CBP applications

— = ——————— Notiomal CBP' O Mockup——0--— >

Potential Traveler Scenarios:

*  Allow users to remotely
report U.S. Entry by small
vessel via the ROAM App

= Enable user to enter, submit

and quickly reference 1-94
applications for US Entry

+  Biometrically validate US Exit
and close out |-94 forms

»  Use Ready Lanes when
traveling by vehicle via the
I'm Ready App

» Leverage CBP One as a bus
carrier to enter and pre-
submit all traveler data
before US Entry

*Note: Prior to the first screen shown CBP One vall show users a welcome screen.
the onboarding steps, and prompt users to agree to Terms & Conditions



US. Customs and CBP One™ : Allows International Organizations to submit

Border Protection | adyance information for individuals

Welcome to CBP One!

A singleé portal to multipla CBP services
to streamiine your experience,

To get started, go to
https://cbpone.cbp.dhs.gov/

Tap on “International Organization”
to begin and select “Submit Advance
Information”.

SUBMIT ADVANCE INFORMATION

Acknowledge the COVID-19
checkbox to proceed. First time
users will be prompted to create a
profile.

Note: All individuals whose information is

provided via this application are required to

provide proof of a negative COVID-19 test Il' P }
ompleted within 72 hours of presentation N
comple i 72 hours of prese =4 -

at the port of entry.

@®:== CBPONE

Select “Add Individual” and fill out
the required fields for all
individuals traveling together on
this trip.
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CBP One" : Allows International Organizations to submit

RWJ Border Protection | adyance information for individuals

Fill out the address in the USA
where the individual(s) will
arrive and reside, along with
an emergency USA point of
contact. Then, fill out the
address for where they lived
before coming to the USA and
Title 42 remarks.

HOME PROFILE LOGOUT

SUBMIT ADVANCE INFORMATION

SCHEDAULE YOUR ENTRY

Lastly, select the requested
port of entry and date of
entry and choose an
available time slot.

aic CBPON B HOME  10GOUT

SUBMIT ADVANCE INFORMATION

San Ysidro - May 29, 2021 at 300 PM

Review all information and tap on
submit. A confirmation screen will
display the confirmation number(s)
for each individual. A confirmation
email will be sent to the email
address(es) provided under contact
information.

on has heen succrssfully subraitted to CBP. Plegse save the
" |

Confirmation Number

“()(6), B)(T)C) |

RN TO HOME 5




(b)(6), (b)(7)(C)

Cc:
Subject: RE; NIST and S&T Reports
Date: Wednesday, May 4, 2022 11:13:58 AM

P ———————————

Hii i) i)

| am not aware of any other reports from NIST or DHS S&T that are specific to TVS.

Thank You,

(b)(6), (b)(7)(C)

US Customs and Border Protection
Office of Information and Technology
Tar‘geting_and Analysis Systems Program Directorate (TASPD)

(C)} (b)(8), (B)(7)(C)

From: (b)(8), (b)(7)(C)
Sent: Wednesday, May 4, 2022 11:09 AM

o (b)(6), (b)(7)(C)
| (b)(6), (b)(7)(C)

; Subject: NIST and S&T Reports

Hii (b)6), (bX7)E) i—

Lmmimrm i s e

Apologies if | have already asked the following question in the past, | just want to trust but
verify. We received the attached FOIA in September 2021. The American Immigration Council
requests, among other items, final reports “received by CBP from the Department of
Homeland Security's ("DHS") Science and Technology Directorate, any other compaonent of
DHS, or the National Institute of Standards and Technology, relating to the efficacy of facial-

recognition technology.”

| know we've received the 2 attached reports from S&T, as well as the public NIST reports, but
just wanted to double check if OIT has received any other reports from either NIST or S&T that

would be responsive to the FOIA request. Please advise,
| am available to discuss.

Thanks,

| (b)(6), (b)(7)(C) ;

Management & Program Analyst
Biometric Entry-Exit Strategic Transformation (BEST)



Admissibility and Passenger Progrems
Office of Field Operations

U.S. Customs and Border Protection
Email:} (b)(6), (P)(T)(C)
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June CBP One Status Report

What is Available Now
Oct 2020

%+ Deployments This
Month:

6/18 —=NGOs can
Schedule
Undocumented
Noncitizens (UN)

6/30 — Ability for UN
to Submit Directly

="

l"- "-) U5, Custorns and
% "/ Border Prowection

V' Air Perishable Cargo Scheduling

*  Miami, LAX, Dallas, Houston Boston
v Apply for 1-94
¥ MPP for Int| Organizations and TSA
February 2020
v" 105 Venfy Eligibility {or MPP Winddown
March 2020
¥ TSA Venly Identity at Checkpomts
¥ NGOs Submit Advance Info on Non-MPP

What is Coming Next
July 2021
+ Transitton ROAM, Bus APIS, Cargo Crew (Detroit)
*  Apply for and Update Cruising Licenses.
+  Air Traveler Notiee Biologreal/Ag Tnspection
September 2021
+ 194 Exil
August or Later
+  Pilot Landing Rights and Diversion Notices
*  Schedule Commercial Vessel Arrivals
+  Schedule Non-Perishable Cargo Sea/Land

Current Statistics

Downloads
. 6,500
Scheduling Requests
« 25,000 inspection’500,000 jtems
MPP 10s/TSA Queries
= 25,00 queries
TSA Queries
= 18,000
Non-MPP
~ 1300
Average App Store Rating
*  Android: 5 Stars
* i0S: 4.4 Stars

Challenges or Roadblocks

(b)(S)




U.S. Customs and Border Protection (CBP)
Office of Field Operations (OFO)
Planning, Program Analysis and Evaluation Directorate (PPAE)
October 1, 2020

Action: Approval

Issue: Official Launch of CBP One

Executive Summary:

In August 2018, the Executive Assistant Commissioner (EAC), OFO approved the
development of CBP One™ mobile application that is intended to act as an intuitive single
portal for travelers and stakeholders to access CBP mobile applications and services such as
CBP ROAM, 1-94 Entry/Exit and the Appointment Request feature (Attachment A).

On October 28, 2020, CBP One will be available on the IOS and Android Play Stores under
“CBP One™”,

The rollout of CBP One will be a phased approach with the initial capabilities limited to the
1-94 Apply and a Scheduling/Appointment feature for brokers to schedule perishable exams.
Subsequent rollouts will include incorporate 1-94 Exit, CBP ROAM along with the ability to
apply for and update cruising licenses, the ability to apply for and check Global Entry status,
and the upcoming CBP version of Mobile Passport Control.

Background:

In 2018, the EAC approved the development of CBP One as a single portal for CBP
stakeholder applications.

The CBP One app was developed to consolidate the public facing apps to reduce confusion
and the need for individual stakeholders to use multiple CBP apps to provide information
and/or request services.

CBP One guides stakeholders through a series of intuitive questions to direct each type of
user to the appropriate services based on their needs.

CBP individual applications are now “‘capabilities” accessible through one app that provides
seamless navigation by the public (Attachment A).

Current Status:

The OFO Innovation Center developed the CBP One application in collaboration with the
Office of Information Technology and has been piloting the first iteration of the scheduling
feature in the Miami Field Office since July 2020.

The 1-94 Apply is a mobile version of the current 1-94 Apply website offering users the
ability to apply, pay for, and view their 1-94 form and 1-94 history on their phone.

PPAE is working with Admissiblity and Passenger Programs (APP) on options for current
Visa Waiver applicants to answer questions through the app as the current process requires
them to pay Electronic System Travel Authorization fees to use the advance pay option.



e The OFO Innovation Center has coordinated with the following OFO program office and
directorates: APP, Land Border Integration and Biometrics (LBIB), Cargo Conveyance
Security and Agriculture Programs and Trade Liaison to incorporate individual app
capabilities (Attachment B — Capability Roadmap).

¢ CBP One allows individual programs within OFO to integrate their capabilities into CBP
One while maintaining full discretion and responsibility for privacy, internal messaging,
external marketing and operations and maintenance of their capabilities. PPAE will not
assume nor interfere with these responsibilities.

¢ The Executive Directors will be advised of the CBP One app by email with a request to
coordinate any future public-facing apps with the Innovation Center. This coordination will
leverage the desired app’s existing capabilities and ensure it is conducive to integrating with
CBP One from the onset.

Recommendation:

¢ Distribute the draft memo from the Executive Assistant Commissioner announcing the
launch of CBP One.

Approved/Date:

(b)(6), (b)(7)(C)

10/20/20 pisapproved/Date:

Needs Discussion/Date:

Modify/Date:

Office: Planning, Program Analysis and Evaluation
Date: September 28, 2020



“'?' .S, Customs and

CBP One™ | August 2021 Status Report ({1 sorder protection

PR

Deployments for Next Month:

%+ Stakeholder Testing for APTL Advance Air Traveler Info
o Stakeholder Testing for CBP ROAM

% Perishable Cargo Launches for San Juan and New York

Available Now

v Scheduling for inspections of perishable cargo (air)
¥ Miami, LAX, Dallas, Houston, Boston

v' Apply for |-94

v' MPP for International Organizations and TSA

S py Upcoming Releases

September 2021
g * CBP ROAM Cruising License Feature
15| Broken/Caier/Formarde * BusAPIS
{5 Kieraté Opeaton «  AirTraveler Notice Biological/Ag Inspection

= Apply for and update Cruising Licenses

oo Bus Oporater

= Seaplane Pllet

October 2021
3 Pomesishriphmitis « |-94 Exit
wner Commercial Yessel Qperator
B idriosi Coaaizaiin November 2021 and onwards

* Pilot Landing Rights and Diversion Notices
*  Schedule Commercial Vessel Arrivals
« Schedule Non-Perishable Cargo (Sea and Land)

Recently Visited
Quilely Nézoss ravon |

Challenges & Roadblocks

| (b)(5)

Current Statistics

Downloads MPP Os & TSA Queries
Ancroic: 18,398 85,000 gueries have been performed

105::29,375 through CBP One™

processed through CBP Dne™

Scheduling Request Provisional |-94
37,600 inspections of perishable cargo have been 299 (will increase with resumption of travel)







%+ Deployments This
Month:

% Stakeholder
Testing for APTL
Advance Air
Traveler Infa

% Stakeholder
Testing APP Bus
APIS

s Testing/Training
for Cruising
licenses in ROAM

—

§\ 1,5, Customs and
>/ Border Prowction

August CBP One Status Report

What is Available Now

Oct 2020
v Air Perishable Cargo Scheduling

*  Miam, LAX, Dallas, Houston Boston
v Apply for 1-04
¥" MPP for Intl Organizalions and TSA
February 2020
v [0s Verify Eligibility for MPP Winddowa
March 2020
v' TSA Verily Identity at Checkpoints
v NGOs Submit Advance Info oo Non-MFPP

What is Coming Next
August 2021

+ Direct Transmission of Non-MPF Advance Info- On

Hold
September 2021
+  BusAPIS
+  Aur Traveler Notice Biological/ Ag Inspection
+  Apply forand Update Cruising |icenses,
October 2021
v 194 Exit
November or Later
«  Pilot Landing Rights and Diversion Notices
+  Schedule Commeraigl Vessel Amvals
«  Schedule Non-Perishable Cargo SealLand

Current Statisties

Downloads
= 5,500
Scheduling Requests
« 25,000 inspection/SO0.000 items
MPP [0s/TSA Quernies
¢ 25,00 queries
TSA Queries
18000
Non-MI"P
v ),200
Average App Store Rating
* Android:S Stars
»  1O0S: 4.4 Stars

Challenges or Roadblocks

(b)(3)




U.S. Customs and CBP One™

Border Protection Allows International Organizations to check the case status of individuals

Download CBP One™ 1. Who Are You 2. Check Case Status & Photo Options 3. Photo Results
Tap on “International Organization” to begin. Select “Check Case Status”, then select one of the Green indicates the individual is approved to go to primary, red
First time users will be prompted to create a profile. following options: take photo, upload photo or decline indicates the individual is not found, yellow indicates a record was
7  Download on the photo. “Decline Photo” will take the user to step 4. found but itis no longer active, and blue (see step 6) indicates the

¢ App Store

l ﬂl o)

*® Google Play

record has been closed and is not eligible for processing.

To get started, download

CBP One™ from the Apple App
Store or Google Play Store.

&

(b)(6), (b)(7)(C) R

Sign In Using Login.gov

4. Search by A-Number 5. Search by Biographical Data 6. A-Number and Biographical Data Results

The individual will be prompted for their A-Number The individual can do a third query by first/last name, The search will return one of the results outlined below or in step
Wik ates e if there is no match on the photo. The search will DOB, and country of citizenship if and only if there is no 3. Tap on “Check Next Case Status” to go to the next individual, or

return one of the results outlined in step 3 or 6. match on the photo and A-number. “Done” to return to the IO home screen.

coNrEMED
QLOSED - NOT EUBIBLE

The app will redirect to login.gov
where you can either create or login
to your existing account.

Encounter Date febwiary
37,2001

v ot Gt 2

D

Questions?
Contact us at: CBPOne@cbp.dhs.gov




GAO-20-568 updates on public facing website:

Facial Recognition: CBP and TSA are Taking Steps to Implement Programs, but CBP Should
Address Privacy and System Performance Issues | U.S. GAO
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March CBP One Status Report

What is Available Now

¥ Air Perishable Cargo Scheduling

= Miami, LAX, Dallas. Houslon Boslon
v Apply for1-94
v MPP for Intl Organizations and TSA

What is Coming Next

May 2021

*  Report Arrivals for Pleasure Boaters, Bus
Travelers, Cargo Crew (Detroit)

«  Apply for and Update Cruising Licenses.

July 2021
+  Pilot Landing Rights and Diversion Notices
* Advance Nolice of Permit Items - Air

Aungust or Later
= Schedule Commercial Vessel Arrivals
*  Schedule Non-Perishable Cargo Sea/l.and

Current Statistics

Downloads

= Andreid: 1,070

* j0OS: 2,560
Scheduling Requests

= 15.500 inspection
MPP 10s/TSA Queries

« 20,000 queries
Average App Store Rating

«  Android: 5 Stars

= i0S: 4.4 Stars

Challenges or Roadblocks

(b)(3)




«+ Deployments for
Next Month:

% Stakeholder
Testing for APTL
Advance Air
Traveler Infa

% Stakeholder
Testing APP Bus
APIS

s Testing/Training
for Cruising
licenses in ROAM

lg‘ }“\ U, 5. Customs and
\ ' | Border Prowction

=

July CBP One Status Report

What is Availuble Now

Oct 2020
v Air Penishable Cargo Scheduling

*  Miamn, LAX, Dallas, Houston Boston
v Apply for [-04
v" MPP for [nt! Organizations and TSA
Eehruary 2020
v [0s Verify Eligibility for MPP Winddown
March 2020
v' TSA Verily [dentify at Checkpoints
v NGOs Submit Advance Info oo Nop-MPP

What is Coming Next
August 2021

+ Direct Transmission of Non-MPF Advance Info- On

Hold
September 2021
+  BusAPIS
+  Air Traveler Notice Biological/ Ag Inspection
+ Apply forand Update Cruising Licenses.
October 2021
v 194 Exit
November or Luter
«  Pilot Landing Rights and Diversion Notices
+  Schedale Commercial Vessel Amvals
«  Schedule Non-Perishable Cargo Sea/Land

Current Statistics

Downloads
. 5,500
Scheduling Requests
» 25,000 inspection S00.000 items
MPP [0s/TSA Quenes
¢ 25,00 queries
TSA Queriss
« X000
Non-MPP
« 1,300
Average App Store Rating
*  Androwd:S Stars
*  1OS:4.4 Stars

Challenges or Roadblocks

(b)(3)




AAAAAAAAAAAAAAAAAAAAAAAA

(b)(5), (b)(7)(E)




APPENDIX
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DRAFT/PRELIMINARY/PRE-DECISIONAL

CBP One Advance Information Collection for Undocumented Population
Generally Resolved Discussion Points
July 15, 2021

(b)(5)




DRAFT/PRELIMINARY/PRE-DECISIONAL
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DRAFT/PRELIMINARY/PRE-DECISIONAL
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U.S. Customs and
Border Protection

April 14, 2021

MEMORANDUM FOR: Dircctors, Ficld Operations
Executiye Directors
Office of Field Operations

FROM: (b)(ﬁ), (b)(7)(C) (b)(6), (B)7)(C)

Acting Executive Director
Planning, Program Analysis and Evaluation
Office of Field Operations

SUBIJECT: New CBP One™ Pleasure Boat Capabilities/Training

On October 20", 2020, the Office of Ficld Operations (OFO) formally launched the CBP One™
mobile app for travelers and stakcholders to access CBP mobile apps and services. Since its
launch, CBP One™ has released capabilities to allow brokers to schedule perishable cargo exams
and land border travelers to apply and pay for provisional 1-94s.

In May 2021, the existing CBP ROAM app will transition all its services into CBP One™ and
the CBP ROAM app will no longer be available for use. This transition will also introduce new
featurcs which will allow pleasure boaters to apply for cruising licenses, report their cruising port
of call, and confirm their identity via facial biometric verification technology. These new
capabilities are expected to reduce the number of boaters that must travel to CBP offices for
SErvices.

The transition of CBP ROAM capabilities into CBP One™ will have minimal impact on both the
application users and CBP Officers. Existing CBP ROAM users will only be required to perform
a one-time re-entry of traveler profile information and all ROAM services will continue to
function as they did in CBP ROAM. However, with the application’s significant enhancements,
pleasure boaters will now be able to opt into facial biometric verification, apply for cruising
licenses and report arrivals at cruising ports of call. There will be several outreach and marketing
cfforts at a national level to inform the traveling public of these changes and materials will also
be provided to facilitate local messaging.

i (b)(5) ;
¢ (6]15] iAttached is
the current list of CBP ROAM points of contact (POCs). Please confirm the POC for your arca of

responsibility or provide a new POC to ' (b)(6), (b)(7)(C) at: (b)(6), (b)(7)(C) ?_by April
20, 2021. ;

If you have any questions, please feel free to contact me or have a member of your staff contact

(b)(6), (b)(7)(C);

Attachment



COMPUTATIONAL BIOMEDICINE LABORATORY
Department of Computer Science
University of Houston

BOA number:

Task Order number: (b)(7)(E)

Project Description: CBP 194/Mobile Exit App Technical Vulnerability Evaluation
and Hackathon

Pl (b)(6), (b)(7NC)

Report on Hackathon Results
Report date: December 11, 2020

Contractor’'s name and address:
University of Houston System

(b)(6), (b)(7)(C) |

Name of person submitting report:

(b)(6), (b)(7)(C)
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Hackathon Results

Objectives

The specific objectives were the following:
1. Evaluate the liveness measures of human photos taken from a mobile device app

(smartphone);
2. Establish a hack challenge for geolocation coordinates presented from that mobile

device app (spoofing).

Technical review results

(b)(7)(E)
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Security Assessment
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Appendix B

(b)(7)(E) ‘ The following individuals were curated to participate in this Challenge
from{__(b)7)(E) _icommunity:

i
&
i

(b)(6), (b)(7)(C), (b)(7)(E)
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Office of Field Operations
Planning, Program Analysis and Evaluation Directorate
July 9, 2019

Action: Approval

Issue: Development of Stakeholder Scheduling and Cruising License Applications in
Support of Miami Field Office Innovation Efforts

Executive Summary:

The Planning, Program Analysis and Evaluation (PPAE) Office of Field Operations (OFO)
Innovation Center (IC) will support the Miami Field Office (MFO) and the Emerging
Technologies Team at the Office of Information Technology (OIT) to develop, pilot and

implement two stakeholder applications. One application will facilitate stakeholders scheduling
CBP services such as perishable exams and vessel or private aircraft arrivals while the second
will facilitate the application and issuance of cruising licenses for foreign pleasure boats. The
applications will be developed utilizing current platforms with consistent user interfaces as other

stakeholder applications.

Background:
App for Stakeholders to Schedule CBP Services

e In August 2018, the MFO held and the PPAE OFO IC participated in a Shark Tank Event
for local employees to pitch innovative ideas. One of the ideas was the development of

an online scheduling tool for perishable exams. Currently,:®™Supervisory Agriculture

Specialists at the Miami International Airport currently manage the scheduling of

perishable exams 24 hours a day 7days a week through an exchange of phone calls with

assignments on a first-come first-serve basis.

e The idea was selected for development and a Project Zone request was approved by the

Executive Director of PPAE in September 2018.

e The PPAE OFO IC, Agriculture Programs and Trade Liaison (APTL) division, MFO and
OIT had several conference calls to discuss the current process for scheduling perishable

cargo exams and create story boards for an online application.
o In March 2019, the PPAE OFO IC held a workshop in Long Beach, California, to

develop requirements for the online scheduling application for perishable cargo along
with the expansion to include additional opportunities to schedule appointments (e.g. NII

exams at large seaports).

e The application will significantly reduce the workload and data input by Supervisory

Agriculture Specialists, increase the effectiveness of assigning and reassigning CBP

Agriculture Specialists and enhance the stakeholder experience by scheduling, updating

and receiving messaging on appointments through on online application.

App for the lication and Issuance of Cruising Licenses for Pleasure Boats

e A cruising license is authorized by 19 CFR 4.94, a license to Cruise in the Waters of the
United States. A cruising license allows a foreign vessel not imported for resale to travel



(8]

from port to port within the U.S. or to a foreign port make reentry to the U.S. without
filing a formal entrance and clearance and paying associated fees.
The current process includes:

o Pleasure boaters traveling to a CBP Office, at times up to two hours, to request a

cruising license:

o CBP determining whether to approve the license;

o Notating the approval in the Pleasure Boat Reporting System; and

o Issuing a paper letter to the traveler as evidence of the cruising license.
The pleasure boater is then required to call each subsequent Port of Entry (POE) to report
their arrival and advise they have a cruising license.
The PPAE OFO IC and the MFO have discussed the app with the Admissibility and
Passenger Programs (APP) Division and they concur with the project.
The application will enable a consistent nationwide approach to issuing cruising license.
facilitate the query of cruising licenses by subsequent POEs, streamline the reporting of
domestic arrivals by forcign pleasure boats by leveraging current reporting platforms and
automate the enforcement of cruising license periods of validity.

Current Status:

The PPAE OFO IC will work with all applicable directorates/programs and the field on

development of requirements. | (b)(5)

(b)(5)
| (b)(5)

The development of the application does not require additional funding.
The initial plans for piloting will be in the Miami and Los Angeles Field Offices.
The application will be on an existing CBP consolidated application platform.

Recommendation:

Approve the development, pilot and implementation of a stakeholder application to

schedule CBP services on an existing CBP consolidated platform for stakeholder apps.

i(b)(ﬁ), (b)(7)(C) Approve — Disapprove _—— Let’sDiscuss

2. Approve the development of an application for the application for and issuance of

cruising licenses on an existing CBP consolidated platform for stakeholder apps.

Approve — Disapprove — LePs Discuss

Submitted by: | (b)(6), (b)(7)(C) |

Director, Strategic Transformation Office
Planning, Program Analysis and Evaluation



f{ﬂ:ﬁ;‘)‘% U.S. Customs and CBP One™

\:\mjf‘ Border Protection Exiting the United States by land? Report your departure on your mobile device
e 1. Who Are You 2. Report My Departure 3. Departure Details
Download CBP One 3 Tap ‘Traveler' then “Land” to begin. You must Select “Report My Departure”. Scan your passport or BCC Please report where you left the U.S. and review
. be outside the U.S. to report your departure. for multi-factor authentication. your information.

2 Download on the g
e @ @& App Store
i" Google Play :

To get started, download ;

CBP One™ from the Apple App ‘
Store or Google Play Store.

Gt Ay e 164

ew My Travel besiocy

Sign In Using Login.gov .

Vaw My Commiacce

+ 4, Liveness Detection 5. Successfully Submitted é. Liveness Detection Failed

. In order to complete the exit, CBP One will Once submitted, you should be able to view your exit If your liveness detection fails the first two times,
' need to take a quick video selfie. information in your travel history (please note this can you may try again. If it fails after a third try, you

: take up to 48 hours). can try again or cancel.

MOVE PHONE AWAY
- s
o N
-
.
2 5

1
The app will redirect to login.gov : \ } ~
where you can either create or login v | f»_\ — }" i
to your existing account. '

Livencds detection fsed

Vistar vt iebcrersbicrFuos buen

Plee ty agin
subriteedte£3Pare canbe e

vicwest i v traeel Fistary
Wwithe 48 heers ator sibrmission

Questions?
Contact us at: CBPOne@cbp.dhs.gov
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U.S. Customs and Border Protection (CBP)
Office of Field Operations (OFO)
Planning, Program Analysis and Evaluation Directorate (PPAE)
May 21, 2021

Action: Approval

Issue: Strcamlining 1-94 Issuance at Land Borders

Executive Summary:

U.S Customs and Border Protection (CBP), Office of Ficld Operation’s (OFO) Planning,
Program Analysis and Evaluation (PPAE) office, in coordination with Admissibility and
Passenger Programs (APP), is streamlining the 1-94 issuance process at land borders.
Effective immediately CBP Officers will no longer be required to print paper 1-94s.

In addition, a robust communications campaign is being developed to promote the traveling
public to apply and pay for I-94s ahead of arrival at the land border.

Background:

On March 27, 2013, DHS published an Interim Final Rule (IFR) in the Federal Register (FR)
and later a Final Rule that allowed CBP to automate Form [-94 at air and seaports of entry.
The TFR expanded the definition of an 1-94 to include electronic formats.

In April 2013, OFO implemented automation of Form 1-94 in the air and sea environment
and has successfully issued clectronic forms since that date.

To provide the traveling public access to their automated 1-94 records, an 1-94 retrieval
website was launched at the same time.

Since the launch of the original 1-94 website, additional functionality and capabilities have
been added to include, view travel history, apply and pay for a land border 1-94, submit a
large group application for land borders and view travel compliance and overstay
information.

While many efforts to streamline and enhance the 1-94 issuance process have been
implemented, the current land border 1-94 process, to include the 1-94W, is still somewhat
labor intensive for the CBP Officer. The process involves data entry, biometric collection, fee
collection, a CBP interview and printing/stamping of the 1-94.

Analysis shows that the largest impact to operations is realized when the traveler applics and
pays for an 1-94 in advance of arrival at the land border (approximately 3 minutes per person
time savings).

To further encourage this process, CBP added the 1-94 website functionality to CBP One™
to provide a mobile mechanism to apply and pay for 1-94s and to access 1-94 information
even while at the Port of Entry (POE).

Current Status:

Effectively immediately upon issuance of the attached memorandum, CBP will no longer
require the printing of 1-94s at the land border.

OFO has deployed a paperless process to meet the demands of the Migrant Protection
Protocols at the land border. Returning asylees are provided with tear sheets to advise how to
retrieve the electronic [-94 from the CBP 1-94 website or CBP One™ mobile app.



The Electronic System for Travel Authorization (ESTA) Program Management Office has a
pending regulation change that will requirc ESTA for Visa Waiver Program travelers on the
land border, further streamlining the admission process.

PPAE continues to deploy SA-PED and SA 1-94 at ports of entry on both the Northern and
Southern land border.

In locations where these systems are deployed, ports will have the option to admit
provisional 1-94 applicants on primary.

CBP will still need to refer travelers in vehicle lanes to capture biometrics; however, they
will still benefit from the elimination of printing and no cash collections.

Next Steps:

PPAE will issue the memo and muster to the ficld.
The attached memorandum will be issued to the Chief, U.S. Border Patrol.
PPAE will work with APP to provide outreach to relevant stakeholder groups and affected
agencies on the change to electronic 1-94 issuance.
PPAE will coordinate with the Communications Management Office (CMO) to deploy a
robust communication plan to promote CBP One™ and the CBP 1-94 Website to encourage
travelers to apply in advance of arrival.
o The communications plan will include:
= Press Release, Public Affairs Guidance and social media materials that can be
tailored to each port’s operation.

= Tear sheets and signage for ports of entry.

= DS Slides and internal communications.
As new facial biometric comparison deployments roll-out, new paperless and CBP One™
messaging will be incorporated.

Recommendation:

Approve the plan and sign memorandum for issuance to U.S. Border Patrol. The PPAE
Executive Director will issue the memo to the field.

Ap provediDatei: (b)@), (b)7c)| 05/26/2021 Disapproved/Date:

Needs Discussion/Date: Modify/Date:

(b)(6), (b)(7)(C)
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