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Focused Assessment Program Exhibit 1

Documents Required for a Focused Assessment

NOTE: These documents supersede the Focused Assessment Program documents dated
October 2002.

INTRODUCTION

In March 2003, the U.S. Customs Service became part of U.S. Customs and Border Protection,
which will continue to be referenced as Customs in this document.

The passage of the Customs Modernization Act (Mod Act) in 1993 provided the framework for
a partnership between the importing public and Customs. Under the Mod Act, Customs and the
importer share the responsibility for compliance with trade laws and regulations. The importer is
responsible for declaring the value, classification, and rate of duty applicable to entered
merchandise, and Customs is responsible for informing the importer of its rights and
responsibilities under the law.

Customs is committed to providing the importer with all the information needed to be in
compliance with Customs laws and regulations. To fulfill this commitment, Customs is making
available on its Web site (www.customs.gov) the documents commonly referred to as the FA Kit.
These documents are the same handbooks, audit program, sampling plans, and guidelines that
regulatory auditors and other Customs specialists on a Focused Assessment (FA) team use to
conduct a Pre-Assessment Survey (PAS), Assessment Compliance Testing (ACT), and FA
follow-up. Providing the FA Kit to the trade is intended to help importers prepare for a Focused
Assessment and conduct an assessment of their own Customs systems.
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Pre-Assessment Survey
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U. S. Customs and Border Protection
Office of Strategic Trade
Regulatory Audit Division

Internal Control Questionnaire for Focused Assessments

Introduction

In March 2003, the U.S. Customs Service became part of U.S. Customs and Border Protection,
which will continue to be referenced as Customs in this document.

The purpose of the Internal Control Questionnaire for Focused Assessments (FAS) is to
obtain information about the company's organizational structure and internal controls related to
Customs transactions. The questionnaire is designed to give the audit team a general
understanding of the company's import operations and internal control structure as well as to
inform the audit candidates of the areas on which the assessment may focus. As each
company's operations are unique, this questionnaire may have been modified to fit the
circumstances of each audit candidate.

Review Scope

When the importer responds to the questionnaire completely and comprehensively, the Pre-
Assessment Survey (PAS) team can plan its approach to the Focused Assessment. The results
of the questionnaire, interviews with company officials and Customs personnel, survey of
company procedures, and limited testing will be used to determine the effectiveness of the
company® internal control system. A PAS of the company's importing operations and internal
controls will be used to determine whether more extensive testing is necessary. Any additional
testing will be done in the Assessment Compliance Testing (ACT) phase of the Focused
Assessment.

Answering the questionnaire affords the company the opportunity to evaluate its own internal
controls and operations pertaining to Customs activities. The company will also be more
prepared for the Focused Assessment.

l. General

A. Provide the name, title, and telephone number of the official(s) preparing information
for this questionnaire.

B. Provide the name, title, and telephone number of the person who will be the contact
for Customs during the Focused Assessment.

. Control Environment

A. Organizational Structure, Policy and Procedures, Assignment of
Responsibilities
1. Provide a copy of the company's organizational chart and related department
descriptions. Include the detail to show the location of the Import Department
identified and any structure descriptions that are relevant.
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2. Identify the key individuals in each office responsible for Customs compliance
(may be included on the organization chart).

3. Provide the names and addresses of any related foreign and/or domestic
companies, such as the company's parent, sister, subsidiaries, or joint ventures.

4. If the company has operating policies and procedures manuals for Customs
operations, provide a copy of the manuals (preferably in electronic format).

5. If the policies and procedures have the support and approval of management,
identify the individuals who approve the procedures.

Employee Awareness Training

1. What specialized Customs training is required for key personnel working in the
Import Department? If available, provide copies of training logs or other records
supporting training.

2. What Customs experience have key personnel involved in Customs-related
activities had?

3. Who in other departments is responsible for reporting Customs-related activities
to the Import Department?

4. What training is provided to personnel in other departments responsible for
reporting Customs-related activities to the Import Department?

5. How does the company obtain current information on Customs requirements?

6. Does the company use the U.S. Customs and Border Protection Web site?

7. Does the company request and disseminate binding rulings?

II. Risk Assessment

A.

How does the company identify, analyze, and manage risks related to Customs
activities?

. What risks related to Customs activities has the company identified, and what control

mechanisms has it implemented?

V. Control Procedures

A.

Using source records for support, provide a description and/or flowchart of the
company's activities, including general ledger account numbers for recording the
acquisition of foreign merchandise in the following areas:

Purchase of foreign merchandise

Receipt of foreign merchandise

Recording in inventory

Payments made to foreign vendor

Distribution to customers (e.g., drop shipments)

Export of merchandise (e.g., assists, Chapter 98)

= —a —a _—_a _—_a _a

For each aspect of value listed below, respond to the following. Where procedures
are documented, reference the applicable sections.
1. What internal control procedures are used to assure accurate reporting to
Customs?
2. Who is the person assigned responsibility for accurate reporting?
3. What records are maintained?
Basis of Appraisement (19 CFR 152.101)

2
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Price Actually Paid or Payable

Packing

Selling Commissions

Assists (e.g., Materials/Component Parts, Tools, Dies, Molds, Merchandise
Consumed, Engineering, Development, Art Work, Design Work, Plans)
Royalties and License Fees

Proceeds of Subsequent Resale

Transportation Costs (e.g., International Freight, Foreign inland Freight,
Transportation Rebates, Insurance)

Retroactive Price Adjustments

Price Increases

Rebates

Allowances

Indirect Payments

Payment of Seller®& Debt by Buyer (e.g., quota)

Price Reductions to Buyer to Settle debts (e.g., Reductions for Defective
Merchandise)

Purchases on Consignment

Quota/Visa

Currency Exchange Adjustments

C. For each of the following Customs-related activities, respond to the following. Where
procedures are documented, reference the applicable sections.

1.

2.
3.

What internal control procedures are used to assure accurate reporting to
Customs?
Who is the person assigned responsibility for accurate reporting?
What records are maintained?
Classification
Quantity
Reconciliation
Trade Agreements
(1) Generalized System of Preferences (GSP)
(2) Caribbean Basin Economic Recovery Act (also known as Caribbean
Basin Initiative( and Special Access Provision (SAP)
(3) Israel Free Trade
(4) Insular Possessions
(5) Andean Trade Preference
(6) Trade Development Act of 2000
i. African Growth and Opportunity Act (AGOA)
ii. Caribbean Basin Trade Partnership Act (CBTPA)
Special Duty Provisions
(1) 9801.00.10
(2) 9802.00.40
(3) 9802.00.50
(4) 9802.00.60
(5) 9802.00.80

(6) 9802.00.90
Antidumping/Countervailing Duties
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Information and Communication

Describe the procedures for the Import Department to disseminate relevant Customs
information to other departments.

Describe the procedures for other departments to communicate with the Import
Department on matters affecting imported merchandise.

Describe the procedures for the Import Department to participate in major planning
processes involving importation activities.

VI. Monitoring

A.

C.

What methods of oversight and monitoring does the Import Department management
use to ensure compliance with Customs requirements?

Provide information and/or reports on the review and evaluation of compliance with
Customs requirements by other internal and external entities (e.g., internal audit
department, financial statement auditors).

What level of management are these self-reviews reported to for action?

VIl.  Miscellaneous

A.

Identify the account numbers in which costs for imported merchandise are recorded.

October 2003



Focused Assessment Program Exhibit 2B

U.S. Customs and Border Protection
Office of Strategic Trade
Regulatory Audit Division

Electronic Data Processing (EDP) Questionnaire
for Focused Assessments

In March 2003, the U.S. Customs Service became part of the U.S. Customs and Border
Protection, which will continue to be referenced as Customs in this document.

An important factor in conducting Focused Assessments (FAS) in a timely manner may include
obtaining electronic data files needed to facilitate comparisons between the company& data and
Customs data, sampling, and transactional testing. Generally, two or more data universes are
identified. The first universe consists of a fiscal year® imports. The sampling unit may be entry
line items unless a more efficient sampling unit, such as invoice line items or the equivalent, is
available from the company. Other universes of financial transactions are used to test for
possible unreported dutiable expenses. These universes and sampling items will be determined
after the team has an understanding of your system and Customs procedures.

Typically, files useful for the FA program may include, but not be limited to: Customs entry log,
purchase orders, vendor master, general ledger (GL), invoice line detail, chart of accounts,
foreign purchases journal, AP (Payment History File) or GL expense file for imported
merchandise, accounts payable with GL reference, cash disbursements, wire transfers, letters
of credit, and inventory records.

Please return a hard copy and a disk copy of the completed questionnaire to

U.S. Customs and Border Protection
Regulatory Audit Division
Attention:

[address]

Email:
Phone:

Fax:
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1. List the files, or an equivalent of the same information, that are maintained on each of your
computer systems, and describe how each system communicates or links with other
systems. For each system, identify the contact person responsible for maintaining that
system or information. Identify which information is maintained manually. The following
format may be used:

Record System Link to Other System Contact Person  Title Division

Customs entry (CF 7501)
Special duty provision
Payment history

Accounts Payable

Purchase order

Invoice line detail

Inventory and receiving
Shipping, freight, insurance, and bill of lading
Vendor codes and addresses
Finished product specifications
Country of origin certification
Imported product

Cost data

Letters of credit

Wire transfers

Cash disbursement

2. Provide flowcharts and/or narrative description of the data flow between systems
3. Are your computer systems IBM Compatible? Yes/No

4. What types of electronic media do you use to transport data? [C-Tape, E-Tape, CD-ROM,
Zip Cartridge

5. Specify the capacity for your electronic media
6. List data center location(s).

7. Specify the EDP Department contact person and phone number.
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U.S. Customs and Border Protection
Office of Strategic Trade
Regulatory Audit Division

Focused Assessment Program
Pre-Assessment Survey
Audit Program

October 2003
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Focused Assessment Program
Pre-Assessment Survey Audit Program
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PRE-ASSESSMENT SURVEY AUDIT PROGRAM

PART 1 BACKGROUND
1.1 OVERVIEW

On December 8, 1993, the U.S. Congress enacted modernization provisions for the
U.S. Customs Service under Title VI of the North American Free Trade Agreement
Implementation Act (Public Law 103-182). These provisions are commonly called
the Customs Modernization Act (Mod Act). The Mod Act is based on two basic
tenets: shared responsibility and informed compliance. Shared responsibility means
that importers and the U.S. Customs Service have a mutual responsibility to ensure
compliance with trade and U.S. Customs Service laws. The purpose of informed
compliance is to maximize voluntary compliance. The informed compliance concept
imposed many publication, consultation, and notice obligations on the U.S.
Customs Service.

The Mod Act fundamentally altered the relationship between importers and the
U.S. Customs Service. The Mod Act shifted the legal responsibility for declaring the
value, classification, and rate of duty applicable to entered merchandise to the
importer and requires importers to use reasonable care to assure that the U.S.
Customs Service is provided accurate and timely data. The U. S. Customs Service
retained the ultimate responsibility to "fix" the value, classification, and rate of duty.
Informed compliance is based on the premise that, in order to meet their
responsibilities, importers need to be clearly and completely informed of their legal
obligations. To meet its obligations under the Mod Act, the U.S. Customs Service
will spend more time and use more effective methods to inform the public, with the
goal of maximizing voluntary compliance and reducing the need for enforced
compliance.

In March 2003, the U.S. Customs Service became part of the U.S. Customs and
Border Protection, which will continue to be referenced as Customs in this
document.

1.2 AUTHORITY TO CONDUCT AUDITS

Under 19 U.S.C. 1509, Customs may examine records to ascertain the correctness
and determine the liability for duty, fees, and taxes due the U.S. The Focused
Assessment Program was developed to guide the audit team through the
examination process.

1.3 RISK MANAGEMENT

Customs performs its duty in an environment in which decisions regarding the
allocation of finite resources have become increasingly important. We define risk as
the degree of exposure that would result in loss to the trade, industry, or the public.
Risk management is the integrated process for identifying and managing risk in
trade compliance.
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Risk management is a method of managing by identifying and controlling those
events that have the potential to cause significant problems. The key to risk
management is to gather and analyze all relevant data efficiently and effectively
and use these data to make decisions about allocating resources. In Customs trade
terms, that means identifying those imports that represent the greatest risk of
noncompliance so that we can focus our resources in those areas. Customs
acknowledges that not all importers present the same level of risk for
noncompliance, and many importers do not present a risk that justifies a significant
allocation of resources.

The Focused Assessment Program fulfills critical components of Customs risk
management process. First, the Focused Assessment (FA) provides a systematic
approach to data collection. Next, an analysis of data can be used to determine the
likelihood of noncompliance. Once a potential risk has been identified and
analyzed, importers can design an action plan and assign resources to address that
risk. Finally, the results of the assessment are reported, tracked, and input back into
the risk management process.

The Focused Assessment Program is composed of two processes: Pre-
Assessment Survey (PAS) and Assessment Compliance Testing (ACT). During the
PAS process, Customs identifies areas of risk by evaluating the adequacy of the
importer sdnternal control system. In ACT, Customs identifies the extent of
compliance and/or computes the loss of revenue for areas of risk.
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PART 2 PRE-ASSESSMENT SURVEY
2.1 OBJECTIVE

Identify risks to U.S. Customs and Border Protection and evaluate the adequacy
of internal control over Customs activities to determine if risk is acceptable.

2.2 PLANNING AND PREPARATION

Sub-objective: Plan the Pre-Assessment Survey (PAS) process of the Focused
Assessment (FA) program.

NOTE: If the importer submits a prior disclosure to Customs at any time, the team
should decide whether to review it as a part of the PAS and develop appropriate audit
steps.

Work
Audit Step Initials | Paper
& Date| Ref.

A. Obtain clearance from the U.S. Immigration and Customs
Enforcement.

B. Contact company to determine fiscal year, verify location of
records, and notify them they are being considered for audit.

C. Obtain the profile and/or ACS data.

2.3 PRELIMINARY ASSESSMENT OF RISK

Sub-objective: Evaluate identified potential risks to Customs based on analytical
reviews of Customs data and other Customs information and make a preliminary
assessment of risk.

Work
Audit Step Initials | Paper
& Date| Ref.

A. Identify potential areas of risk using Customs data
B. Justify the elimination of areas with insignificant risk.

C. Complete the Preliminary Assessment of Risk form in Attachment
1.
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2.4 INITIATE THE AUDIT

Exhibit 2C

Sub-objective: Prepare necessary documents and contact the company to initiate

the audit.
Work
Audit Step Initials | Paper
& Date| Ref.
A. Prepare confirmation letter and customize the Internal Control

guestionnaire.

Identify walk through transactions for each review area and
forward to company with confirmation letter and internal control
and EDP questionnaires.

Hold and document the advance conference, including the walk

through. Additional information about risk obtained during this
stage of the audit may be used to adjust the audit scope.

Hold and document the entrance conference.

2.5 INTERNAL CONTROL ASSESSMENT

Sub-objective: To determine if the company has implemented internal control,
test the effectiveness of internal control and determine if internal control is
adequate to control risk.

A.Transaction Value

Audit Step

Initials
& Date

Work
Paper
Ref.

(1)

(2)

Evaluate the company& financial records to determine which
cost elements affecting transaction value pose a risk to
Customs.

Use the Technical Information for Pre-Assessment Survey
(TIPS) for Transaction Value to conduct a preliminary internal
control assessment of transaction value. Use the Worksheet for
Evaluating Internal Control (WEIC) in TIPS for Transaction Value
to conduct interviews, review documentary evidence of control
implementation, and document the internal control review.
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Audit Step

Exhibit 2C

Work
Initials | Paper
& Date | Ref.

Complete Sections 1 and 2 of the WEIC. Assess internal control
to determine the strength (weak, adequate or strong) of internal
control by analyzing and comparing:
1 Responses to the Internal Control Questionnaire
Review of Policies and Procedures Manual
The walk through
Interview information
Documentation supporting control implementation
Other information.

E B

(3) Using the results of the preliminary assessment of risk and
internal control review, determine which and how many sample
items will be tested to determine if internal control is
implemented and effective.

1 Complete the matrix fiSample Size s (indSection 3 of the
WEIC for Transaction Value) to determine the sample size.
Multiple samples may be taken for the review area.

1 Complete the sampling plan, FA Program Exhibit 6, with
particular emphasis on documenting reasons for selecting
transactions.

(4) Test the effectiveness and implementation of internal control and
determine if internal control is adequate to control risk.

1 Review sample items from (3) above
Y Requestdocumentation
Y ldentify errors in the sample
Y Identify the cause of the errors
Y Relate systemic errors to internal control weaknesses

1 Identify potential corrective action

1 Complete Section 4 of the WEIC for Transaction Value

(5)  Using the results of the internal control review (including
testing), develop an opinion whether risk is acceptable or
unacceptable. Document the opinion in Section 5 of the WEIC
for Transaction Value.

(6) If the risk to Customs is unacceptable, prepare a finding sheet,
discuss the results with the company and obtain their
response.

(7) If unacceptable risks are identified determine whether to
proceed to ACT or schedule a follow-up.
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Initials
& Date

Work
Paper
Ref.

B.Classification

Audit Step

Initials
& Date

Work
Paper
Ref.

(1)

(@)

3)

Use the Technical Information for Pre-Assessment Survey
(TIPS) for Classification to conduct a preliminary internal control
assessment of classification. Use the Worksheet for Evaluating
Internal Control (WEIC) in TIPS for Classification to conduct
interviews, review documentary evidence of control
implementation, and document the internal control review.
Complete Sections 1 and 2 of the WEIC. Assess internal control
to determine the strength (weak, adequate or strong) of internal
control by analyzing and comparing:

1 Responses to the Internal Control Questionnaire
Review of Policies and Procedures Manual
The walk through
Interview information
Documentation supporting control implementation
Other information.

= —. —_a _—a _—_a

Using the results of the preliminary assessment of risk and
internal control review, determine which and how many sample
items will be tested to determine if internal control is
implemented and effective.

1 Complete the matrix fiSample Size s (indSection 3 of the
WEIC for Classification) to determine the sample size.
Multiple samples may be taken for the review area.

1 Complete the sampling plan, FA Program Exhibit 6, with
particular emphasis on documenting reasons for selecting
transactions.

Test the effectiveness and implementation of internal control and
determine if internal control is adequate to control risk.
! Review sample items from (2) above
Y Requestdocumentation
Y Identify errors in the sample
Y ldentify the cause of the errors
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Audit Step
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Work
Initials | Paper
& Date | Ref.

(4)

(5)

(6)

Y Relate systemic errors to internal control weaknesses
1 Identify potential corrective action
1 Complete Section 4 of the WEIC for Classification.

Using the results of the internal control review (including
testing), develop an opinion whether risk is acceptable or
unacceptable. Document the opinion in Section 5 of the WEIC
for Classification.

If the risk to Customs is unacceptable, prepare a finding sheet,
discuss the results with the company and obtain their
response.

If unacceptable risks are identified determine whether to
proceed to ACT or schedule a follow-up

C.Special Trade Programs and Special Duty Provisions

Audit Step

Work
Initials | Paper
& Date | Ref.

(1)

(@)

Use the Technical Information for Pre-Assessment Survey
(TIPS) for the review area to conduct a preliminary internal
control assessment of the review area. Use the Worksheet for
Evaluating Internal Control (WEIC) in the TIPS for the review
area to conduct interviews, review documentary evidence of
control implementation, and document the internal control
review. Complete Sections 1 and 2 of the WEIC. Assess
internal control to determine the strength (weak, adequate or
strong) of internal control by analyzing and comparing:

! Responses to the Internal Control Questionnaire
Review of Policies and Procedures Manual

The walk through

Interview information

Documentation supporting control implementation
Other information.

E B ]

Using the results of the preliminary assessment of risk and
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Initials
& Date

Work
Paper
Ref.

internal control review, determine which and how many sample
items will be tested to determine if internal control is
implemented and effective.

1 Complete the matrix fiSample Size s (indSection 3 of the
WEIC for the review area) to determine the sample size.
Multiple samples may be taken for the review area.

1 Complete the sampling plan, FA Program Exhibit 6, with
particular emphasis on documenting reasons for selecting
transactions.

(3) Test the effectiveness and implementation of internal control and
determine if internal control is adequate to control risk.

1 Review sample items from (2) above
Y Requestdocumentation
Y ldentify errors in the sample
Y Identify the cause of the errors
Y Relate systemic errors to internal control weaknesses

1 Identify potential corrective action

1 Complete Section 4 of the WEIC for the review area.

(4)  Using the results of the internal control review (including
testing), develop an opinion whether risk is acceptable or
unacceptable. Document the opinion in Section 5 of the WEIC
for the review area.

(5) If the risk to Customs is unacceptable, prepare a finding sheet,
discuss the results with the company and obtain their
response.

(6) If unacceptable risks are identified determine whether to
proceed to ACT or schedule a follow-up

D.Antidumping/Countervailing Duties (ADD/CVD)

Audit Step

Initials

Work

Paper

& Date | Ref.

(1) Evaluate the company®& imports to determine which imports may
be subject to ADD/CVD and thereby pose a risk to Customs.

10
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Work
Initials | Paper
& Date | Ref.

(@)

3)

(4)

(5)

Use the Technical Information for Pre-Assessment Survey
(TIPS) for ADD/CVD to conduct a preliminary internal control
assessment of ADD/CVD. Use the Worksheet for Evaluating
Internal Control (WEIC) in the TIPS for ADD/CVD to conduct
interviews, review documentary evidence of control
implementation, and document the internal control review.
Complete Sections 1 and 2 of the WEIC. Assess internal control
to determine the strength (weak, adequate or strong) of internal
control by analyzing and comparing:

1 Responses to the Internal Control Questionnaire
Review of Policies and Procedures Manual
The walk through
Interview information
Documentation supporting control implementation
Other information.

= —. —. _—_a _—_=a

Using the results of the preliminary assessment of risk and
internal control review, determine which and how many sample
items will be tested to determine if the internal control is
implemented and effective.

1 Complete the matrix fiSample Size s (indSection 3 of the
WEIC for ADD/CVD) to determine the sample size.
Multiple samples may be taken for the review area.

1 Complete the sampling plan, FA Program Exhibit 6, with
particular emphasis on documenting reasons for selecting
transactions.

Test the effectiveness and implementation of internal control and
determine if internal control is adequate to control risk.
1 Review sample items from (2) above
Y Requestdocumentation
Y Identify errors in the sample
Y ldentify the cause of the errors
Y Relate systemic errors to internal control weaknesses
{1 Identify potential corrective action
1 Complete Section 4 of the WEIC for ADD/CVD.

Using the results of the internal control review (including
testing), develop an opinion whether risk is acceptable or
unacceptable. Document the opinion in Section 5 of the WEIC
for ADD/CVD.

11
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Focused Assessment Program

Audit Step

Exhibit 2C

Initials
& Date

Work
Paper
Ref.

(6)

(7)

If the risk to Customs is unacceptable, prepare a finding sheet,
discuss the results with the company and obtain their
response.

If unacceptable risks are identified determine whether to
proceed to ACT or schedule a follow-up.

E.Transshipment

Audit Step

Initials
& Date

Work
Paper
Ref.

(1)

(2)

3)

Evaluate the company& imports to determine which imports may
be subject to transshipment and thereby pose a risk to Customs.

Use the Technical Information for Pre-Assessment Survey
(TIPS) for Transshipment to conduct a preliminary internal
control assessment of transshipment. Use the Worksheet for
Evaluating Internal Control (WEIC) in the TIPS for
Transshipment to conduct interviews, review documentary
evidence of control implementation, and document the internal
control review. Complete Sections 1 and 2 of the WEIC. Assess
internal control to determine the strength (weak, adequate or
strong) of internal control by analyzing and comparing:

1 Responses to the Internal Control Questionnaire
Review of Policies and Procedures Manual
The walk through
Interview information
Documentation supporting control implementation
Other information.

= —. —a _—a _—_=

Using the results of the preliminary assessment of risk and
internal control review, determine which and how many sample
items will be tested to determine if the internal control is
implemented and effective.

1 Complete the matrix iSample Size s (indSection 3 of the
WEIC for Transshipment) to determine the sample size.
Multiple samples may be taken for the review area.

1 Complete the sampling plan, FA Program Exhibit 6, with
particular emphasis on documenting reasons for selecting
transactions.

12
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Audit Step

Exhibit 2C

Work
Initials | Paper
& Date | Ref.

(4) Test the effectiveness and implementation of internal control and

(5)

(6)

(7)

determine if internal control is adequate to control risk.
! Review sample items from (2) above
Y Requestdocumentation
Y Identify errors in the sample
Y ldentify the cause of the errors
Y Relate systemic errors to internal control weaknesses
1 Identify potential corrective action
1 Complete Section 4 of the WEIC for Transshipment.

Using the results of the internal control review (including
testing), develop an opinion whether risk is acceptable or
unacceptable. Document the opinion in Section 5 of the WEIC
for Transshipment.

If the risk to Customs is unacceptable, prepare a finding sheet,
discuss the results with the company and obtain their
response.

If unacceptable risks are identified determine whether to
proceed to ACT or schedule a follow-up.

E.Intellectual Property Rights

Audit Step

Work
Initials | Paper
& Date | Ref.

(1)
(@)

Evaluate the company& imports to determine which imports may
be subject to IPR violations and thereby pose a risk to Customs.
Use the Technical Information for Pre-Assessment Survey
(TIPS) for Intellectual Property Rights (IPR) to conduct a
preliminary internal control assessment of IPR. Use the
Worksheet for Evaluating Internal Control (WEIC) in the TIPS for
IPR to conduct interviews, review documentary evidence of
control implementation, and document the internal control
review. Complete Sections 1 and 2 of the WEIC. Assess
internal control to determine the strength (weak, adequate or
strong) of internal control by analyzing and comparing:

! Responses to the Internal Control Questionnaire

13
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Audit Step

Exhibit 2C

Work
Initials | Paper
& Date | Ref.

Review of Policies and Procedures Manual

The walk through

Interview information

Documentation supporting control implementation
Other information.

= —a —a _—_a _a

(3) Using the results of the preliminary assessment of risk and
internal control review, determine which and how many sample
items will be tested to determine if the internal control is
implemented and effective.

1 Complete the matrix fiSample Size s (indSection 3 of the
WEIC for IPR) to determine the sample size. Multiple
samples may be taken for the review area.

1 Complete the sampling plan, FA Program Exhibit 6, with
particular emphasis on documenting reasons for selecting
transactions.

(4) Test the effectiveness and implementation of internal control and
determine if internal control is adequate to control risk.

1 Review sample items from (2) above
Y Requestdocumentation
Y Identify errors in the sample
Y ldentify the cause of the errors
Y Relate systemic errors to internal control weaknesses

1 Identify potential corrective action

1 Complete Section 4 of the WEIC for IPR.

(5)  Using the results of the internal control review (including
testing), develop an opinion whether risk is acceptable or
unacceptable. Document the opinion in Section 4 of the WEIC
for IPR.

(6) If the risk to Customs is unacceptable, prepare a finding sheet,
discuss the results with the company and obtain their
response.

(7)  If unacceptable risks are identified determine whether to
proceed to ACT or schedule a follow-up.

14
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Focused Assessment Program

G.Quantity

Audit Step

Exhibit 2C

Work
Initials | Paper
& Date | Ref.

(1)

(2)

3)

(4)

Use the Technical Information for Pre-Assessment Survey
(TIPS) for Quantity to conduct a preliminary internal control
assessment of quantity. Use the Worksheet for Evaluating
Internal Control (WEIC) in the TIPS for Quantity to conduct
interviews, review documentary evidence of control
implementation, and document the internal control review.
Complete Sections 1 and 2 of the WEIC. Assess internal control
to determine the strength (weak, adequate or strong) of internal
control by analyzing and comparing:

1 Responses to the Internal Control Questionnaire
Review of Policies and Procedures Manual
The walk through
Interview information
Documentation supporting control implementation
Other information.

= —a —a _—_a _—_a

Using the results of the preliminary assessment of risk and
internal control review, determine which and how many sample
items will be tested to determine if the internal control is
implemented and effective.

1 Complete the matrix fiSample Size s (indSection 3 of the
WEIC for Quantity) to determine the sample size. Multiple
samples may be taken for the review area.

1 Complete the sampling plan, FA Program Exhibit 6, with
particular emphasis on documenting reasons for selecting
transactions.

Test the effectiveness and implementation of internal control and
determine if internal control is adequate to control risk.
1 Review sample items from (2) above
Y Requestdocumentation
Y ldentify errors in the sample
Y Identify the cause of the errors
Y Relate systemic errors to internal control weaknesses
{1 Identify potential corrective action
1 Complete Section 4 of the WEIC for Quantity.

Using the results of the internal control review (including
testing), develop an opinion whether risk is acceptable or
unacceptable. Document the opinion in Section 5 of the WEIC
for Quantity.

15
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Audit Step

Exhibit 2C

Initials
& Date

Work
Paper
Ref.

(5)

(6)

If the risk to Customs is unacceptable, prepare a finding sheet,
discuss the results with the company and obtain their
response.

If unacceptable risks are identified determine whether to
proceed to ACT or schedule a follow-up.

H.Foreign Trade Zones

Audit Step

Initials
& Date

Work
Paper
Ref.

(1)

(2)

Use the Technical Information for Pre-Assessment Survey
(TIPS) for Foreign Trade Zones (FTZ) to conduct interviews,
review documentary evidence of control implementation, and
document the internal control review. A separate TIPS is
available for Petroleum FTZ. Use the Worksheet for Evaluating
Internal Control (WEIC) in the TIPS for FTZ to conduct
interviews, review documentary evidence of control
implementation, and document the internal control review.
Complete Sections 1 and 2 of the WEIC. Assess internal control
to determine the strength (weak, adequate or strong) of internal
control by analyzing and comparing:

1 Responses to the Internal Control Questionnaire
Review of Policies and Procedures Manual
The walk through
Interview information
Documentation supporting control implementation
Other information.

E B

Using the results of the preliminary assessment of risk and
internal control review, determine which and how many sample
items will be tested to determine if the internal control is
implemented and effective.

1 Complete the matrix iSample Size s (indSection 3 of the
WEIC for FTZ) to determine the sample size. Multiple
samples may be taken for the review area.

1 Complete the sampling plan, FA Program Exhibit 6, with
particular emphasis on documenting reasons for selecting
transactions.

16
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Work
Audit Step Initials | Paper
& Date | Ref.
(3) Test the effectiveness and implementation of internal control and
determine if internal control is adequate to control risk.
! Review sample items from (2) above
Y Requestdocumentation
Y Identify errors in the sample
Y Identify the cause of the errors
Y Relate systemic errors to internal control weaknesses
1 Identify potential corrective action
1 Complete Section 4 of WEIC for FTZ.
(4)  Using the results of the internal control review (including
testing), develop an opinion whether risk is acceptable or
unacceptable. Document the opinion in Section 5 of the WEIC
for FTZ.
(5) If the risk to Customs is unacceptable, prepare a finding sheet,
discuss the results with the company and obtain their response.
(6) If unacceptable risks are identified determine whether to proceed
to ACT or schedule a follow-up.
. Computed Value
Work
Audit Step Initials | Paper
& Date | Ref.

(1) Evaluate the company® financial records to determine which
cost elements affecting computed value pose a risk to Customs.

(2) Use the Technical Information for Pre-Assessment Survey
(TIPS) for Computed Value to conduct a preliminary internal
control assessment of computed value. Use the Worksheet for
Evaluating Internal Control (WEIC) in the TIPS for Computed
Value to conduct interviews, review documentary evidence of
control implementation, and document the internal control
review. Assess internal control to determine the strength (weak,
adequate or strong) of internal control by analyzing and
comparing:

! Responses to the Internal Control Questionnaire

17
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Work
Audit Step Initials | Paper
& Date | Ref.

 Review of Policies and Procedures Manual

1 The walk through

 Interview information

1 Documentation supporting control implementation

f Other information.

(3) Using the results of the preliminary assessment of risk and
internal control review, determine which and how many sample
items will be tested to determine if internal control is
implemented and effective.

1 Complete the matrix fiSample Size s (indSection 3 of the
WEIC for Computed Value) to determine the sample size.
Multiple samples may be taken for the review area.

1 Complete the sampling plan, FA Program Exhibit 6, with
particular emphasis on documenting reasons for selecting
transactions.

(4) Test the effectiveness and implementation of internal control and
determine if internal control is adequate to control risk.

! Review sample items from (3) above
Y Requestdocumentation
Y Identify errors in the sample
Y ldentify the cause of the errors
Y Relate systemic errors to internal control weaknesses

1 Identify potential corrective action

1 Complete Section 4 of the WEIC for Computed Value

(5)  Using the results of the internal control review (including
testing), develop an opinion whether risk is acceptable or
unacceptable. Document the opinion in Section 5 of the WEIC
for Computed Value.

(6) If the risk to Customs is unacceptable, prepare a finding sheet,
discuss the results with the company and obtain their
response.

(7)  If unacceptable risks are identified determine whether to
proceed to ACT or schedule a follow-up

18
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J. Other Area

Exhibit 2C

Note: If other areas are identified for review, develop specific tests for the
review area using steps similar to the following.
Work
Audit Step Initials | Paper
& Date | Ref.
(1) Conduct a preliminary internal control assessment of the review

(2)

3)

(4)

area. Develop a Worksheet for Evaluating Internal Control
(WEIC) using the format for other review areas to conduct
interviews, review documentary evidence of control
implementation, and document the internal control review.
Complete Sections 1 and 2 of the WEIC. Assess internal control
to determine the strength (weak, adequate or strong) of internal
control by analyzing and comparing:

1 Responses to the Internal Control Questionnaire
Review of Policies and Procedures Manual
The walk through
Interview information
Documentation supporting control implementation
Other information.

= —a —a _—_a _—_a

Using the results of the preliminary assessment of risk and
internal control review, determine which and how many sample
items will be tested to determine if the internal control is
implemented and effective.

1 Complete the matrix fiSample Size s (indSection 3 of the
WEIC) to determine the sample size. Multiple samples may
be taken for the review area.

1 Complete the sampling plan, FA Program Exhibit 6, with
particular emphasis on documenting reasons for selecting
transactions.

Test the effectiveness and implementation of internal control and
determine if internal control is adequate to control risk.
1 Review sample items from (2) above
Y Requestdocumentation
Y Identify errors in the sample
Y ldentify the cause of the errors
Y Relate systemic errors to internal control weaknesses
1 Identify potential corrective action
1 Complete Section 4 of WEIC.

Using the results of the internal control review (including

19
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Work
Audit Step Initials | Paper
& Date | Ref.
testing), develop an opinion whether risk is acceptable or
unacceptable. Document the opinion in Section 5 of the WEIC.
(5) If the risk to Customs is unacceptable, prepare a finding sheet,
discuss the results with the company and obtain their response.
(6) If unacceptable risks are identified determine whether to proceed
to ACT or schedule a follow-up.
2.6 FINALIZING THE AUDIT
Sub-objective: Finalize the audit.
Work
Audit Step Initials [Paper
& Date [Ref.

A. Draft the PAS report.

B. Discuss the draft report with all Customs offices and the company
and obtain comments.

C. Hold the exit conference with the company to discuss PAS results.

D. Finalize and issue the PAS report.

20
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Attachment 1

ATTACHMENT 1 PRELIMINARY ASSESSMENT OF RISK - EXAMPLE OF BLANK
FORM

Name of Auditee:

Audit Assignment No:

Subject of Audit Preliminary Assessment of Risk Review
Documentation:

Purpose/ Evaluate identified potential risks to Customs based on analytical reviews
Sub- of Customs data about the company® areas of Customs activities and
objective make a preliminary assessment of risk.

Source

Scope/
Work
Performed

Conclusion/ The risk level for each area selected for review is as follows:

Findings & Area Risk Level

Conclusion XXX

YYY

(End of PSSC)

Section 1: Risk Level for Areas Selected for Review

Preliminary Assessment of Riski XXX

Element Explanation Risk Level

Significance

Quantitative
Analysis

Sensitivity
and Customs
red flags

Qualitative
Analysis

21
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Attachment 1

Preliminary Assessment of Riski XXX

Element

Explanation Risk Level

Overall Preliminary assessment of risk:

Preliminary Assessment of Riski YYY

Element

Explanation Risk Level

Significance

Quantitative
Analysis

Sensitivity
and Customs
red flags

Qualitative
Analysis

Overall Preliminary assessment of risk:

Section 2: Areas Not Included in the Audit Scope Because of Insignificant Risk

Areas with Insignificant Risk

Area

Explanation for Insignificance and Lack of Sensitivity

22
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U.S. Customs and Border Protection
Office of Strategic Trade
Regulatory Audit Division

Focused Assessment Program
Assessment Compliance Testing
Audit Program
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Focused Assessment Program
Assessment Compliance Testing (ACT)
Audit Program
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ASSESSMENT COMPLIANCE TESTING AUDIT PROGRAM

PART 3 BACKGROUND

In March 2003, the U.S. Customs Service became part of the U.S. Customs and Border
Protection, which will continue to be referenced as Customs in this document.

The Focused Assessment Program is composed of two processes: Pre-Assessment
Survey (PAS) and Assessment Compliance Testing (ACT). During the PAS process,
Customs identifies areas of risk by evaluating the adequacy of the importer® internal
control system. In ACT, Customs identifies the extent of compliance and/or computes the
loss of revenue for areas of risk.

Under the following circumstances, the FA team may have to proceed to the ACT
portion of the FA for review areas determined to have unacceptable risks to Customs.

The company does not maintain adequate internal controls and ACT testing is
necessary to determine the level of compliance of the company® imports.

f  The FA team is not able to confirm that internal controls are adequate to control
risks to Customs and ACT testing is necessary to determine the level of
compliance of the company® imports.

 Revenue issues are involved but cannot be resolved without additional testing by
the FA team.
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PART 4

Focused Assessment Program

4.1 OBJECTIVE

Exhibit 2D

ASSESSMENT COMPLIANCE TESTING AUDIT PROGRAM

Determine the extent of compliance with Customs laws and regulations and compute
revenue loss during the period of review. The results of ACT are used to render an

opinion on the importer risk.

Note: ACT is completed only for areas of risk identified in the PAS. Therefore, this audit
program should be customized to include only the areas requiring testing in the ACT.

4.2 SAMPLING PLAN/SAMPLE SELECTION

Sub-objective: Develop a sampling plan and select samples for testing the companyd s
compliance with Customs laws and regulations and/or compute revenue loss.

Audit Step

Work
Initials | Paper
& Date| Ref.

A.

B.

For each area requiring testing, select and validate the most efficient
sampling frame(s) with the assistance of the computer audit specialist, if
required. (Note: Statistical sampling may not always be required.) Indicate
below the applicable areas that will be reviewed.

D classification

D value

D Harmonized Tariff Schedule of the United States (HTSUS) 9801.00.10
D HTSUS 9802.00.40 and 9802.00.50

D HTSUS 9802.00.60

D HTSUS 9802.00.80

D HTSUS 9802.00.90

D Antidumping/Countervailing Duties (ADD/CVD)
D Bonded Warehouse

D Foreign Trade Zone (FTZ)

D Quota/Visa Merchandise Entered in an FTZ

D Transshipment

D Generalized System of Preferences (GSP)

D Quantity

D Reconciliation

D caribbean Basin Initiative (CBI)

D OTHER: Identify

Prepare a sampling plan.
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Work
Paper
Ref.

Initials
& Date

Audit Step

C. Select sample items and request related documents from company. | |
4.3 ASSESSMENT COMPLIANCE TESTING
A. Classification

Sub-objective: Determine whether the importer met an acceptable level of
compliance for classification of imported merchandise and/or compute revenue loss.

Work
Audit Step Initials | Paper
& Date| Ref.

(1) Using the sample selected, obtain the specifications, part numbers, or other
applicable descriptions, lab reports, and binding rulings from the company
for each selected article. Provide this information and the entry containing
the article to the import specialist for a review of classification including:

o Quota

o ADD/CVD

o Admissibility requirements
o Other classification issues.

(2) Evaluate errors to determine if errors were systemic. Determine whether
referrals should be made for enforcement action. Also see step (6) below.
a) If systemic:

(i) Include in computation of compliance rate, if applicable, and/or
determination of acceptable level of compliance.

(i) Project the effect and recommend collection of unpaid duties and
fees.
Note: If projections are not appropriate, all reasonable means will be
used to determine the unpaid duties and fees.

b) For nonsystemic errors:

() Do not include in computation of compliance rate, if applicable,
and/or determination of acceptable level of compliance.

(i) Recommend collection of duties and fees on identified errors.

(3) Compute the compliance rate, if applicable.

(4) Determine if the company met an acceptable level of compliance.
a) If the company met an acceptable level of compliance, prepare the work
paper.
b) If the company did not meet an acceptable level of compliance:
(i) Coordinate with the account manager to help the company develop
a Compliance Improvement Plan (CIP).
(i) Prepare the finding sheet.

(5) Compute actual or projected revenue loss, if applicable.
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Exhibit 2D

Work

Audit Step Initials | Paper

& Date| Ref.

(6)
()

Note: The Trade Act of 2002 (fthe Acto Yas signed by President Bush on
August 6, 2002. The Act contains a provision (Section 382) to offset duty
overpayments with duty underpayments on liquidated entries during audits.
The Act must be considered when computing actual or projected revenue
loss.

Refer to the EET if results meet EET® impact level for referral.

Discuss with the company and obtain comments.

B. Transaction Value

Sub-objective: Determine whether the importer met an acceptable level of compliance for

the transaction value of imported merchandise and/or compute revenue loss.

Work

Audit Step Initials | Paper

& Date| Ref.

(1)

)

®3)

(4)

Using the sample(s) selected, determine specific tests for areas requiring
review, such as determining if the declared value was the price actually
paid or payable and/or whether there were any payments or additions to
the price actually paid or payable. (402(b)(1)(A)-(E)

Evaluate errors to determine whether errors were systemic. Determine
whether referrals should be made for enforcement action. Also see step (6)
below.
a) If systemic:
(i) Include in determination of acceptable level of compliance.
(i) Project the effect and recommend collection of unpaid duties and
fees.
Note: If projections are not appropriate, all reasonable means will be
used to determine the unpaid duties and fees.
b) For nonsystemic errors:
() Do not include in determination of acceptable level of compliance.
(i) Recommend collection of duties and fees on identified errors.

Determine the total amount of undeclared value both actual and/or
projected from different sampling frames and apply materiality criteria, if
applicable.

Determine if the company met an acceptable level of compliance.
a) If the company met an acceptable level of compliance, prepare the work
paper.
b) If the company did not meet an acceptable level of compliance:
() Coordinate with the account manager to help the company develop
a CIP.
(i) Prepare the finding sheet.
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Work
Audit Step Initials | Paper
& Date| Ref.

(5) Compute actual or projected revenue loss, if applicable.

Note: The Trade Act of 2002 (fthe Acto Yas signed by President Bush on
August 6, 2002. The Act contains a provision (Section 382) to offset duty
overpayments with duty underpayments on liquidated entries during audits.
The Act must be considered when computing actual or projected revenue
loss.

(6) Refer to the EET if findings meet EET®& impact level for referral.

(7) Discuss with the company and obtain comments.
C. Transaction Value of Identical or Similar Merchandise

Section 402 of the Tariff Act of 1930, as amended by Section 201, Trade
Agreements Act of 1979, requires transaction value of identical or similar
merchandise to be considered as the method of appraisement if transaction value is
not appropriate. However, because this method is not commonly used, audit steps
for transaction value of identical or similar merchandise are not included here, but
will be determined by the auditor.

D. Deductive Value

Section 402 of the Tariff Act of 1930, as amended by Section 201, Trade
Agreements Act of 1979, requires deductive value to be considered as the method
of appraisement if neither transaction value nor transaction value of identical or
similar merchandise is appropriate. However, because this method is not commonly
used, audit steps for deductive value are not included here, but will be determined
by the auditor.

E. Computed Value

Sub-objective: Determine whether the importer met an acceptable level of
compliance for computed value and/or compute revenue loss. However, because
this method is not commonly used, audit steps for computed value are not included
here, but will be determined by the auditor.

F. Derived Value

Section 402 of the Tariff Act of 1930, as amended by Section 201, Trade
Agreements Act of 1979, requires fderived valueoto be considered as the method of
appraisement if none of the other methods of appraisement is appropriate.
However, because this method is not commonly used, audit steps for derived value
are not included here, but will be determined by the auditor.
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G. HTSUS 9801.00.10

Sub-objective: Determine whether the importer met an acceptable level of
compliance for imported merchandise entered under HTSUS 9801.00.10 and/or
compute revenue loss.

Work
Audit Step Initials | Paper
& Date | Ref.

(1) Using the sample selected, determine eligibility for each sample item by:
a) Verifying U.S. origin;
b) Verifying reported value; and
c) Determining if drawback was claimed on the exportation.

(2) Evaluate errors to determine if errors were systemic. Determine whether
referrals should be made for enforcement action. Also see step (6) below.
a) If systemic:

() Include in computation of compliance rate, if applicable, and/or
determination of acceptable level of compliance.

(i) Project the effect and recommend collection of unpaid duties and
fees.
Note: If projections are not appropriate, all reasonable means will
be used to determine the unpaid duties and fees.

b) For nonsystemic errors:

() Do not include in computation of compliance rate, if applicable,
and/or determination of acceptable level of compliance.

(i) Recommend collection of duties and fees on identified errors.

(3) Compute the compliance rate, if applicable.

(4) Determine if the company met an acceptable level of compliance.
a) If the company met an acceptable level of compliance, prepare the
work paper.
b) If the company did not meet an acceptable level of compliance:
() Coordinate with the account manager to help the company
develop a CIP.
(i) Prepare the finding sheet.

(5) Compute actual or projected revenue loss, if applicable.

Note: The Trade Act of 2002 (fthe Acto Yas signed by President Bush on
August 6, 2002. The Act contains a provision (Section 382) to offset duty
overpayments with duty underpayments on liquidated entries during
audits. The Act must be considered when computing actual or projected
revenue loss.

(6) Refer to the EET if results meet EET& impact level for referral.

(7) Discuss with the company and obtain comments.
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H. HTSUS 9802.00.40 AND 9802.00.50

Sub-objective: Determine whether the importer met an acceptable level of
compliance for imported merchandise entered under HTSUS 9802.00.40 and
9802.00.50 and/or compute revenue loss.

Work
Audit Step Initials | Paper
& Date | Ref.

1)

)

®3)
(4)

©®)

Using the sample selected, determine eligibility for each sample item by:

a) Verifying that the items were exported for repair or alteration;

b) Reviewing foreign operations to determine whether the operations
qualify for partial exemption under the provisions of HTSUS
9802.00.40/50;

c) Verifying that no drawback was claimed for the articles exported from
the U.S.;

d) Verifying that a repair or alteration took place; and

e) Requesting and reviewing importer support for costs of repair work
performed abroad.

Evaluate errors to determine if errors were systemic. Determine whether
referrals should be made for enforcement action. Also see step (6) below.
a) If systemic:
() Include in computation of compliance rate, if applicable, and/or
determination of acceptable level of compliance.
(i) Project the effect and recommend collection of unpaid duties and
fees.
Note: If projections are not appropriate, all reasonable means will
be used to determine the unpaid duties and fees.
b) For nonsystemic errors:
() Do not include in computation of compliance rate, if applicable,
and/or determination of acceptable level of compliance.
(i) Recommend collection of duties and fees on identified errors.

Compute the compliance rate, if applicable.

Determine if the company met an acceptable level of compliance.
a) If the company met an acceptable level of compliance, prepare the
work paper.
b) If the company did not meet an acceptable level of compliance:
(i) Coordinate with the account manager to help the company
develop a CIP.
(i) Prepare the finding sheet.

Compute actual or projected revenue loss, if applicable.

Note: The Trade Act of 2002 (fthe Acto Yas signed by President Bush on
August 6, 2002. The Act contains a provision (Section 382) to offset duty
overpayments with duty underpayments on liquidated entries during
audits. The Act must be considered when computing actual or projected
revenue loss.
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Work
Audit Step Initials | Paper
& Date | Ref.

(6) Refer tothe EET if results meet EET& impact level for referral.

(7) Discuss with the company and obtain comments.
l. HTSUS 9802.00.60 (Metal Articles Exported for Processing)

Sub-objective: Determine whether the importer met an acceptable level of
compliance for imported merchandise entered under HTSUS 9802.00.60 and/or
compute revenue loss.

Work
Audit Step Initials | Paper
& Date | Ref.

(1) Using the sample selected, determine eligibility for each sample item by:
a) Verifying that the article exported meets the definition of i m@talo ;
b) Verifying no drawback was claimed for the articles exported from the
u.s.;
¢) Verifying that imported metal articles were:
{ Manufactured in the U.S. and then exported for further processing
at a foreign plant
{ Returned to the U.S. for further processing
1 Processed in the U.S. after return
d) Ascertaining that foreign processing operations qualified for HTSUS
9802.00.60 treatment; and
e) Obtaining and verifying the importer& support for:
{ Total value of the imported article
1 Nondutiable value claimed under HTSUS 9802.00.60.

(2) Evaluate errors to determine if errors were systemic. Determine whether
referrals should be made for enforcement action. Also see step (6) below.
a) If systemic:

() Include in computation of compliance rate, if applicable, and/or
determination of acceptable level of compliance.

(i) Project the effect and recommend collection of unpaid duties and
fees.
Note: If projections are not appropriate, all reasonable means will
be used to determine the unpaid duties and fees.

b) For nonsystemic errors:

(i) Do not include in computation of compliance rate, if applicable,
and/or determination of acceptable level of compliance.

(i) Recommend collection of duties and fees on identified errors.

(3) Compute the compliance rate, if applicable.

(4) Determine if the company met an acceptable level of compliance.
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Work

Audit Step Initials | Paper
& Date | Ref.

a) If the company met an acceptable level of compliance, prepare the
work paper.
b) If the company did not meet an acceptable level of compliance:
() Coordinate with the account manager to help the company
develop a CIP.
(i) Prepare the finding sheet.

(5) Compute actual or projected revenue loss, if applicable.

Note: The Trade Act of 2002 (fthe Acto Yvas signed by President Bush on
August 6, 2002. The Act contains a provision (Section 382) to offset duty
overpayments with duty underpayments on liquidated entries during
audits. The Act must be considered when computing actual or projected
revenue loss.

(6) Refer to the EET if results meet EET& impact level for referral.

(7) Discuss with the company and obtain comments.
J. HTSUS 9802.00.80 (U.S. ARTICLES ASSEMBLED ABROAD)

Sub-objective: Determine whether the importer met an acceptable level of
compliance for imported merchandise entered under HTSUS 9802.00.80 and/or
compute revenue loss.

Work
Audit Step Initials | Paper
& Date | Ref.

(1) Using the sample selected, for each sample item verify:

a) Claimed component(s) meet requirements for HTSUS 9802.00.80

treatment
No drawback claimed on component(s)
Component(s) maintain identity from time of U.S. exportation
through time of assembly into article imported under HTSUS
9802.00.80
Component(s) ready for assembly at time of U.S. exportation; no
foreign fabrication required before assembly
Foreign operation was assembly and not manufacturing.

b) Origin of claimed components.

¢) Claimed components were actually used to produce imported article
(usage).

d) Claimed 9802.00.80 value of the component, whether consigned or
sold to the assembler, was the cost or value at the time of export for
assembly. Ensure that claimed value included all costs (i.e., freight
and insurance) to the U.S. port of exportation.

11
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Work
Initials | Paper
& Date | Ref.

(2)

®3)
(4)

(5)

(6)
(7)

Evaluate errors to determine if errors were systemic. Determine whether
referrals should be made for enforcement action. Also see step (6)
below.
a) If systemic:
(i) Include in computation of compliance rate, if applicable, and/or
determination of acceptable level of compliance.
(i) Project the effect and recommend collection of unpaid duties
and fees.
Note: If projections are not appropriate, all reasonable means will
be used to determine the unpaid duties and fees.
b) For nonsystemic errors:
() Do not include in computation of compliance rate, if applicable,
and/or determination of acceptable level of compliance.
(i) Recommend collection of duties and fees on identified errors.

Compute the compliance rate, if applicable.

Determine if the company met an acceptable level of compliance.
a) If the company met an acceptable level of compliance, prepare the
work paper.
b) If the company did not meet an acceptable level of compliance:
(i) Coordinate with the account manager to help the company
develop a CIP.
(i) Prepare the finding sheet.

Compute actual or projected revenue loss, if applicable.

Note: The Trade Act of 2002 (fthe Acto Yvas signed by President Bush
on August 6, 2002. The Act contains a provision (Section 382) to offset
duty overpayments with duty underpayments on liquidated entries during
audits. The Act must be considered when computing actual or projected
revenue loss.

Refer to the EET if results meet EET& impact level for referral.

Discuss with the company and obtain comments.

K. HTSUS 9802.00.90 (U.S. Formed and Cut Textile Fabric Assembled in

Mexico, Formerly Mexican Special Regime)

Sub-objective: Determine whether the importer met an acceptable level of
compliance for imported merchandise entered under HTSUS 9802.00.90 and/or

compute revenue loss.

12
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Work
Initials | Paper
& Date | Ref.

(1)

(2)

(3)
(4)

()

Using the sample selected, for each sample item verify:

a) Claimed component(s) meet requirements for HTSUS 9802.00.90
treatment
1 No drawback claimed on component(s)

{ Fabric was wholly formed and cut in the U.S.

1 Component(s) were exported in condition ready for assembly
without further fabrication

1 Component(s) were not advanced in value or improved in
condition in Mexico except by operations incidental to assembly

1 Component(s) have not lost their physical identity in the
assembled article by change in form or shape.

b) U.S. is the country in which the components were formed and cut.

c) Claimed components were actually used to produce imported articles
(usage).

d) Claimed 9802.00.90 value of the component, whether consigned or
sold to the assembler, was the cost or value at the time of export for
assembly. Ensure claimed value included all costs (i.e., freight and
insurance) to the U.S. port of exportation.

Evaluate errors to determine if errors were systemic. Determine whether
referrals should be made for enforcement action. Also see step (6)
below.
a) If systemic:
(i) Include in computation of compliance rate, if applicable, and/or
determination of acceptable level of compliance.
(i) Project the effect and recommend collection of unpaid duties
and fees.
Note: If projections are not appropriate, all reasonable means will
be used to determine the unpaid duties and fees.
b) For nonsystemic errors:
() Do not include in computation of compliance rate, if applicable,
and/or determination of acceptable level of compliance.
(i) Recommend collection of duties and fees on identified errors.

Compute the compliance rate, if applicable.

Determine if the company met an acceptable level of compliance.
a) If the company met an acceptable level of compliance, prepare the
work paper.
b) If the company did not meet an acceptable level of compliance:
(i) Coordinate with the account manager to help the company
develop a CIP.
(i) Prepare the finding sheet.

Compute actual or projected revenue loss, if applicable.

13
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Work
Audit Step Initials | Paper
& Date | Ref.
Note: The Trade Act of 2002 (fthe Acto Yvas signed by President Bush
on August 6, 2002. The Act contains a provision (Section 382) to offset
duty overpayments with duty underpayments on liquidated entries during
audits. The Act must be considered when computing actual or projected
revenue loss.
(6) Refer to the EET if results meet EET& impact level for referral.
(7) Discuss with the company and obtain comments.
L. Antidumping/Countervailing Duties
Sub-objective: Determine whether the importer met an acceptable level of
compliance for ADD/CVD and/or compute revenue loss.
Work
Audit Step Initials | Paper
& Date | Ref.

(1) Using the sample selected, for each sample item determine:
a) The accuracy of ADD/CVD included on 03 and 07 entries.
b) ADD/CVD omitted from Customs entries.

(2) If errors were found when testing for undisclosed ADD/CVD:
a) Discuss with team members and decide course of action ( audit,
investigation, etc.)
b) Discuss with Strategic Trade Center (STC) or EET special agent.

(3) Evaluate errors to determine if errors were systemic.
a) If systemic:
(i) Include in computation of compliance rate, if applicable, and/or
determination of acceptable level of compliance.
(i) Project the effect and recommend collection of unpaid duties
and fees.
Note: If projections are not appropriate, all reasonable means will
be used to determine the unpaid duties and fees.
b) For nonsystemic errors:
(i) Do not include in computation of compliance rate, if applicable,
and/or determination of acceptable level of compliance.
(i) Recommend collection of duties and fees on identified errors.

(4) Compute the compliance rate, if applicable.

(5) Determine if the company met an acceptable level of compliance.
a) If the company met an acceptable level of compliance, prepare the
work paper.
b) If the company did not meet an acceptable level of compliance:

14
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Work
Audit Step Initials | Paper
& Date | Ref.

() Coordinate with the account manager to help the company
develop a CIP.
(i) Prepare the finding sheet.

Note: The Trade Act of 2002 (fthe Actd Yvas signed by President Bush
on August 6, 2002. The Act contains a provision (Section 382) to offset
duty overpayments with duty underpayments on liquidated entries during
audits. The Act must be considered when computing actual or projected
revenue loss.

(6) Compute actual or projected revenue loss, if applicable.

(7) Refer to the EET if results meet EET& impact level for referral.

(8) Discuss with the company and obtain comments.
M. Bonded Warehouse

Sub-objective: Determine whether the importer met an acceptable level of
compliance for quota merchandise stored in a bonded warehouse and/or compute
revenue loss.

Work
Audit Step Initials | Paper
& Date | Ref.

(1) Using the sample selected, for each sample item verify:

a) Accuracy of tariff number

b) Quantities for quota/visa merchandise entered into the warehouse.

c) Re-warehoused quota merchandise was correctly classified as quota
merchandise.

d) Quota was available at the time merchandise was withdrawn for
consumption. If tariff rate quota was involved, verify that the
appropriate duty rate was paid.

(2) Evaluate errors to determine if errors were systemic. Determine whether
referrals should be made for enforcement action. Also see step (6)
below.

a) If systemic:
(i) Include in computation of compliance rate, if applicable, and/or
determination of acceptable level of compliance.
(i) Project the effect and recommend collection of unpaid duties
and fees.
Note: If projections are not appropriate, all reasonable means will
be used to determine the unpaid duties and fees.
b) For nonsystemic errors:
(i) Do not include in computation of compliance rate, if applicable,
and/or determination of acceptable level of compliance.
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Work
Audit Step Initials | Paper
& Date | Ref.

(i) Recommend collection of duties and fees on identified errors.
(3) Compute the compliance rate, if applicable.

(4) Determine if the company met an acceptable level of compliance.
a) If the company met an acceptable level of compliance, prepare the
work paper.
b) If the company did not meet an acceptable level of compliance:
() Coordinate with the account manager to help the company
develop a CIP.
(i) Prepare the finding sheet.

(5) Compute actual or projected revenue loss, if applicable.

Note: The Trade Act of 2002 (fthe Actd Yvas signed by President Bush
on August 6, 2002. The Act contains a provision (Section 382) to offset
duty overpayments with duty underpayments on liquidated entries during
audits. The Act must be considered when computing actual or projected
revenue loss.

(6) Refer to the EET if results meet EET& impact level for referral.

(7) Discuss with the company and obtain comments.
N. Foreign Trade Zone

Sub-objective: Determine whether the importer met an acceptable level of
compliance for storing or processing non-quota merchandise in an FTZ and/or
compute revenue loss.

Work
Audit Step Initials| Paper
& Date| Ref.

(1) If FTZ storage or processing of non-quota merchandise is an integral
part of the company® importing program (ratio of annual value of FTZ
merchandise shipped from the zone is at least 30 percent of the total
annual value of imported merchandise), refer to the FTZ audit program
for audit steps. If it is not an integral part of the company® importing
program and does not process quota merchandise, document in work
papers, but do not complete remaining steps.

O. Quota/Visa Merchandise Entered in an FTZ

Sub-objective: Determine whether the importer met an acceptable level of
compliance for storing or processing quota merchandise in an FTZ and/or compute
revenue loss.
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Work
Initials| Paper
& Date| Ref.

(1)

(@)

3)
(4)

(5)

(6)
(7)

Using the sample selected, for each sample item verify:

a) Propriety and accuracy of circumstances associated with any
guotalvisa merchandise admitted into the FTZ. Document any quota
merchandise that was transferred to another FTZ or to a bonded
warehouse.

b) Merchandise was admitted to the other FTZ or entered in the
warehouse as quota merchandise for quota merchandise that was
transferred to another FTZ or to a bonded warehouse.

c) Quota was available at the time merchandise was withdrawn for
consumption. If tariff rate quota was involved, verify that the
appropriate duty rate was paid.

Evaluate errors to determine if errors were systemic. Determine whether
referrals should be made for enforcement action. Also see step (6)
below.
a) If systemic:
(i) Include in computation of compliance rate, if applicable, and/or
determination of acceptable level of compliance.
(i) Project the effect and recommend collection of unpaid duties
and fees.
Note: If projections are not appropriate, all reasonable means will
be used to determine the unpaid duties and fees.
b) For nonsystemic errors:
() Do not include in computation of compliance rate, if applicable,
and/or determination of acceptable level of compliance.
(i) Recommend collection of duties and fees on identified errors.

Compute the compliance rate, if applicable.

Determine if the company met an acceptable level of compliance.
a) If the company met an acceptable level of compliance, prepare the
work paper.
b) If the company did not meet an acceptable level of compliance:
() Coordinate with the account manager to help the company
develop a CIP.
(i) Prepare the finding sheet.

Compute actual or projected revenue loss, if applicable.

Note: The Trade Act of 2002 (fthe Acto Yvas signed by President Bush
on August 6, 2002. The Act contains a provision (Section 382) to offset
duty overpayments with duty underpayments on liquidated entries during
audits. The Act must be considered when computing actual or projected
revenue loss.

Refer to the EET if results meet EET®& impact level for referral.

Discuss with the company and obtain comments.
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Sub-objective: Determine whether the importer met an acceptable level of

compliance for controlling transshipment of merchandise.

Work
Audit Step Initials| Paper
& Date| Ref.
(1) Using the sample selected, develop specific audit steps for the import
specialist to test for transshipment.
(2) Evaluate test results and take appropriate action.
(3) If no transshipment was found, prepare the work paper.
(4) If any transshipment was found, discuss with team members.
a) Determine the best course of action (audit or investigation).
b) Discuss with the STC special agent.
c) Further action depends on individual circumstances.
Q. Generalized System of Preferences (GSP)
Sub-objective: Determine whether the importer met an acceptable level of
compliance for GSP entries and/or compute revenue loss.
Work
Audit Step Initials| Paper
& Date| Ref.

(1) Using the sample selected, determine eligibility for claimed GSP for each

sample item by verifying:

a) Country and merchandise are eligible for GSP treatment.

b) Components of imported articles (i.e., sets) are produced in the
beneficiary developing country (BDC).

¢) Merchandise was directly imported into the U.S.

d) Merchandise was wholly the growth, product, or manufacture of a
BDC.

e) Merchandise was not wholly the growth, product, or manufacture of a

BDC; however, the sum of the cost or value of the materials

produced in the BDC plus the direct costs of processing operations
performed in the BDC was not less than 35 percent of the appraised

value.

(2) Evaluate errors to determine if errors were systemic. Determine whether

referrals should be made for enforcement action. Also see step (6)
below.
a) If systemic:

(i) Include in computation of compliance rate, if applicable, and/or

determination of acceptable level of compliance.
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Work
Audit Step Initials| Paper
& Date| Ref.

3)
(4)

(5)

(6)
(7)

(i) Project the effect and recommend collection of unpaid duties
and fees.
Note: If projections are not appropriate, all reasonable means will
be used to determine the unpaid duties and fees.

b) For nonsystemic errors:

() Do not include in computation of compliance rate, if applicable,
and/or determination of acceptable level of compliance.

(i) Recommend collection of duties and fees on identified errors.

Compute the compliance rate, if applicable.

Determine if the company met an acceptable level of compliance.
a) If the company met an acceptable level of compliance, prepare the
work paper.
b) If the company did not meet an acceptable level of compliance:
(i) Coordinate with the account manager to help the company
develop a CIP.
(i) Prepare the finding sheet.

Compute actual or projected revenue loss, if applicable.

Note: The Trade Act of 2002 (fthe Actd Yvas signed by President Bush
on August 6, 2002. The Act contains a provision (Section 382) to offset
duty overpayments with duty underpayments on liquidated entries during
audits. The Act must be considered when computing actual or projected
revenue loss.

Refer to the EET if results meet EET& impact level for referral.

Discuss with the company and obtain comments.

R. Caribbean Basin Economic Recovery Act (CBERA) & Caribbean Basin
Trade Partnership Act (CBTPA)

Sub-objective: Determine whether the importer met an acceptable level of
compliance for entry under provisions of CBERA or CBTPA and/or compute
revenue loss.

Work
Audit Step Initials| Paper
& Date| Ref.

(1)

(2)

Using the sample selected, determine eligibility for claimed CBERA or
CBTPA for each sample item.

Evaluate errors to determine if errors were systemic. Determine whether
referrals should be made for enforcement action. Also see step (6)
below.
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Work
Initials| Paper
& Date| Ref.

3)
(4)

()

(6)
(7)

a) If systemic:
(i) Include in computation of compliance rate, if applicable, and/or
determination of acceptable level of compliance.
(i) Project the effect and recommend collection of unpaid duties
and fees.
Note: If projections are not appropriate, all reasonable means will
be used to determine the unpaid duties and fees.
b) For nonsystemic errors:
() Do not include in computation of compliance rate, if applicable,
and/or determination of acceptable level of compliance.
(i)  Recommend collection of duties and fees on identified errors.

Compute the compliance rate, if applicable.

Determine if the company met an acceptable level of compliance.
a) If the company met an acceptable level of compliance, prepare the
work paper.
b) If the company did not meet an acceptable level of compliance:
() Coordinate with the account manager to help the company
develop a CIP.
(i) Prepare the finding sheet.

Compute actual or projected revenue loss, if applicable.

Note: The Trade Act of 2002 (fthe Actd Yvas signed by President Bush
on August 6, 2002. The Act contains a provision (Section 382) to offset
duty overpayments with duty underpayments on liquidated entries during
audits. The Act must be considered when computing actual or projected
revenue loss.

Refer to the EET if results meet EET® impact level for referral.

Discuss with the company and obtain comments.

S. Andean Trade Preference Act

Audit steps for Andean Trade Preference Act will be determined by the auditor.

T. Israel Free Trade
Audit steps for Israel Free Trade will be determined by the auditor.

U. Products of Insular Possessions

Audit steps for Products of Insular Possessions will be determined by the auditor.
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V. Additional Sampling Issues

Sub-objective: Team members or other Customs officials may identify other issues
that require testing. Determine the necessary audit steps to test these issues.

Initials| Work
Audit Step & Date| Paper
Ref.
(1) Using the sample(s) selected, develop tests for any additional sampling ‘ ‘
iSsues.
4.4 ASSESSMENT COMPLIANCE TESTING CLOSURE
Sub-objective:  Perform steps required to close ACT and issue the ACT report.
Work
Audit Step Initials &| Paper
Date Ref.
A. Summarize in the working papers ACT results for each area tested,
and develop a risk opinion.
NOTE: The FA should not be delayed to wait for the company to take
corrective action. The ACT report should be written and issued as
soon as adequate information is available and work is complete.
B. Meet with team members to discuss results of the audit and risk
opinion and plan the exit conference.
C. Finalize the draft ACT report.
D. Hold the exit conference with the company to discuss ACT results.
E. Issue the ACT report.
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U.S. Customs and Border Protection
Office of Strategic Trade
Regulatory Audit Division

Focused Assessment Program
Follow-up Audit Program
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FOCUSED ASSESSMENT FOLLOW-UP
AUDIT PROGRAM

PARTS5 FOCUSED ASSESSMENT FOLLOW-UP

In March 2003, the U.S. Customs Service became part of the U.S. Customs and Border
Protection, which will continue to be referenced as Customs in this document.

Determine whether corrective actions specified in the Compliance Improvement Plan (CIP)
were implemented and were effective in managing risk to Customs and correcting the
deficiencies identified during the previously conducted Focused Assessment (FA). (Objective
may be modified for specific requirements such as verification of loss of revenue calculations by
company.)

Work
Audit Step Initials | Paper
& Date Ref.

A. Review the applicable Pre-Assessment Survey (PAS) or Assessment
Compliance Testing (ACT) report, working papers, and CIP related to
each non-compliant area identified during the PAS or ACT.

B. Meet with team members, including the account manager, to determine
the scope of the follow-up review.

1 Determine if the CIP has been fully implemented.

i Determine if a reasonable time period has elapsed since
completion of the CIP for a representative sample of transactions to
be tested.

i Determine whether the account manager, port officials, etc., have
concerns that affect follow-up.

f Plan for the follow-up entrance conference.

C. Check with the local Ol office to determine if any investigative activity
would preclude follow-up.

D. Hold the entrance conference to discuss the purpose of the follow-up
and Mod Act requirements.

E. Review the actions taken by the company to correct the problem(s).
F. Develop a sampling plan (statistical or judgmental as appropriate) and
tests for the areas with inadequate internal control and/or compliance

tests for the areas identified as non-compliant.

G. Select sample(s) and test internal control and/or selected records for
compliance.

H. Evaluate test results in coordination with the account manager and
other members of the team.

I. Refer to enforcement if results meet impact level for referral.
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Work
Audit Step Initials | Paper
& Date Ref.

Draft follow-up report.
. Hold an exit conference with the company.

Issue the report to the original recipients of the FA program report(s)
and new team members.
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U.S. Customs and Border Protection
Office of Strategic Trade
Regulatory Audit Division

Guidance for Using Risk Exposure to
Determine Review Areas

Introduction

In March 2003, the U.S. Customs Service became part of the U.S. Customs and Border
Protection, which will continue to be referenced as Customs in this document.

This document is designed to provide general guidance for determining review areas for a
Focused Assessment (FA). The FA reviews internal controls to evaluate the level of risk to
Customs that exists from a company® imports.

In order to assess risk, Customs needs to identify the areas of Customs activity that represent
risk (risk exposure) to Customs. The FA team must assess risk exposure by assessing the
guantitative and qualitative risk associated with each of the company& Customs activities.
Customs management determines qualitative risk. Quantitative risk is more easily evaluated
because that can be evaluated based on volume of activity: for example, volume of imports
under a particular activity or volume of duty impact or potential impact.

Each company has different organization structures, policies, and procedures and interacts
differently with its various suppliers and customers. Each company has different staffs with
different experience, capabilities, training, and knowledge. In addition, each company has
different Customs activities, different volumes of Customs activities, and imports from different
suppliers, countries, etc. Because of all the above variables and many more, each company
represents a different challenge when Customs attempts to assess Customs risk related to the
company® imports.

Procedures

Before starting an evaluation of internal controls, the FA team will have information about the
company® Customs activities based on:

A Declarations to Customs,

A Other information in Customs databases,

A Information from various Customs disciplines such as import specialists and account
managers, and

A Information from public sources such as Dun and Bradstreet.

In addition, the FA team will have company information through the company®& response to
the Pre-Assessment Survey (PAS) questionnaires, the advance conference, written internal
control and procedures (if available), and possible preliminary interviews or discussions with
company representatives.

Determination of a company®& Customs risk exposure is a continuing process. The FA team
will make a preliminary assessment of Customs risk exposure based on preliminary information
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as soon as it becomes available and will reassess the risk exposure as more information
becomes available. For example, the profile for a company may indicate that a risk of
misclassification of a particular item exists because of previous occurrences within the industry.
But when the company is interviewed and additional records are examined, the FA team may
determine that the company does not import that item and that the risk of misclassification
therefore does not exist for that company. The FA team will need to develop sufficient
information about the company& actual import operations before risk exposure can be
assessed. After the FA team has worked with the company and become familiar with the
company® operations, the estimate of Customs risk exposure may vary significantly from the
preliminary risk exposure based on the profile and initial analysis. The scope of the internal
control review will be based on the assessment of the company& risk exposure.

The FA team will review all of the company& internal control policies and procedures by
reviewing the company® written policy and procedures and/or responses to the FA
guestionnaire.

However, the FA process is designed to concentrate on the areas of significant risk to
Customs. Accordingly, the FA team will focus its limited resources on the areas of greatest risk
exposure for Customs, as determined by the team& evaluation of risk exposure and Customs-
identified risks as determined by the analysis of risk identified by Compliance Assessments
(CA), as explained below.

Risk Exposure

A major objective of the Focused Assessment is to verify that the company& internal control is
adequate for the level of Customs risk. Accordingly, the FA team must work with the company to
assess risk exposure. The following guidelines are intended to help the FA team assess risk
exposure. They are general guidelines only and may not be appropriate in all circumstances.

Quantitative Factors

In an evaluation of internal control, the first measure of risk exposure should be quantitative
because it is the easiest, most objective measure of risk.

If the company has relatively low activity in an area, the FA team may consider the area to be
low risk unless qualitative factors increase the risk exposure.

Company plans for changes in operations affect risk exposure. A rapidly growing company
may have higher risk exposure because of the increase in imports and the dynamic aspects that
may affect control, particularly if the company does not have adequate risk assessment to
respond to dynamic changes.

In contrast, if a company is discontinuing or significantly reducing some Customs operations,
this change should be considered when assessing risk exposure. For example, if a company is
discontinuing imports under provisions of Harmonized Tariff Schedule of the United States
(HTSUS) 9802.00.80 to begin imports under a special trade program (STP), the FA team should
discuss with appropriate company representatives the company risk assessment of its
planned operations under the STP. This discussion should provide some information about the
company® plans to manage risk related to the imports under the STP program, even if imports
have not begun under the STP.

If duty is a factor in determining risk exposure, risk exposure may be higher for some
commodities than for others, even at the same activity level (volume of imports), because of
variations in duty rate. This factor should be considered when company risk exposure is
evaluated for duty.
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Qualitative Factors

The other primary measure of risk exposure relates to qualitative factors. Historically, Customs
has been highly concerned with transshipment, antidumping duties/countervailing duties
(ADD/CVD), quota, matters of national interest, and matters related to protection of domestic
industries. This includes issues related to special duty provisions that are often designed to
assist domestic industry.

Special trade programs are becoming increasingly important as more international trade
agreements are negotiated and go into effect. The increasing impact of these international
agreements will undoubtedly be a major concern to Customs in the future. The FA team should
emphasize the importance of internal control to assure compliance with current trade programs
and the importance of risk assessments when instituting new trade programs if the company
indicates possible activity in new trade programs. In addition to increasing compliance in current
special trade programs, this emphasis will help importers prepare adequate internal control
systems for the new special trade programs as they are negotiated and implemented.

The FA team should place particular emphasis on known areas of Customs interest, such as
those above, when considering qualitative risk.

Analysis of Compliance Assessments

Since the basic concept of an FA is to limit the focus of the audit so that Customs resources can
be used most effectively, the FA team will limit the areas that it reviews extensively to form a
risk opinion. The CA process has provided extensive information about companiesécompliance
in a variety of Customs activities. An analysis of results from 5 1/2 years of CAs has helped
identify review areas that the FA team should focus on. The CA analysis showed that
deficiencies most frequently occurred in value, classification, special duty provisions, and
special trade programs. Some areas are of specific concern to Customs and must be
considered high risk because of their significance and sensitivity (for example, transshipment
and antidumping duties).

Summary Guidance for Using Risk Exposure Experience Related to
Review Areas

The FA team will do a cursory review of all the company& internal control procedures by
reviewing its documented internal control procedures and its responses to the PAS
guestionnaires. But the risk exposure of an area will determine whether a risk opinion should be
issued for the area. A risk opinion will be issued only on areas with significant potential risk.
Some areas will be reviewed extensively only when specific issues have been identified. The
following general guidelines are designed to help the FA team determine the scope of the
internal control review.

Value. The CA process identified extensive errors in value reporting. In addition, this is an
area of major concern to Customs, and the FA is the only Customs program that addresses
value, through a structured review of the company& accounting books and records. Because of
these factors, a risk opinion on value should be issued with each FA report. The level of risk
exposure may be higher for imports with higher duty rates.

Classification. The CA process identified extensive errors in classification reporting. In
addition, this is an area of major concern to Customs. A risk opinion should be issued with each
FA report. In some industries and some companies, the risk exposure will be low for
classification, but a risk opinion should be developed to reflect that risk exposure. The level of
risk exposure may be higher for imports with higher duty rates.
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Special Trade Programs. The CA process identified extensive errors in STPs, and these
areas have international impact. A risk opinion should normally be issued with each FA report if
the importer has sufficient activity in STPs to indicate that a potential risk exists. The volume of
the STP should be clearly considered when evaluating the adequacy of internal control. In some
companies the risk exposure will be low for STPs when the quantitative measure (volume of
imports) is considered.

Special Duty Provisions. The CA process identified extensive errors in special duty
provisions, and these areas are of special interest to Customs. Many special duty provisions
were developed to assist domestic industry or as part of international programs. A risk opinion
should normally be issued with each FA report if the importer has sufficient activity in the special
duty provision to indicate that a potential risk exists. The volume of the special duty provisions
should be considered when evaluating the adequacy of internal control. In some companies the
risk exposure will be low for special duty provisions when the quantitative measure (volume of
imports) is considered.

Antidumping Duties/Countervailing Duties. The CA process did not pursue ADD/CVD issues
extensively, so reliable historic information is not available. These duties are of special interest
to Customs, to domestic industry, and to Congress. A risk opinion should normally be issued
with each FA report when ADD/CVD have been identified as a risk area.

Transshipment. The CA process did not pursue transshipment issues extensively, so reliable
historic information is not available. Transshipment is of special interest to Customs, to domestic
industry, and to Congress. A risk opinion should normally be issued with each FA report when
transshipment has been identified as a risk area. This is particularly important in textile audits
but may be identified as a risk area in other audits as well.

Recordkeeping Compliance. A separate risk opinion for recordkeeping is required only when
some specific risk exists related to recordkeeping. A separate review and testing of
recordkeeping compliance is not normally required. The adequacy of recordkeeping procedures
(compliance with 19 CFR 163) will be verified during reviews of each Customs review area. If
the company cannot provide records required by 19 CFR 163.3, the cause of the problem
should be identified and addressed. The company may be subject to recordkeeping penalties
for 19 USC 1509(a) (1)(A) violations. In most cases recordkeeping issues will cause deficiencies
or errors in other Customs activities, so it will not be necessary to prepare a separate
recordkeeping risk opinion.

Quantity. A separate risk opinion for quantity is required only when some specific risk exists
related to quantity. For example, when specific or compound duty rates are based on quantity,
then quantity may represent a risk that should be addressed. Quantity may be a risk area for
imports of petroleum, footwear, alcoholic beverages, commodities subject to quota, and others.
When quantity is identified as a risk area, a risk opinion should be issued.

Harbor Maintenance Fee and User Fee. Customs maintains automated controls to assure
that harbor maintenance fees and user fees are accurately calculated. Previous experience has
not indicated significant issues related to harbor maintenance fee and user fee compliance. A
separate risk opinion is required only when specific risks are identified.

The following table summarizes the above guidance for determining FA review areas for
developing risk opinions:
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Summary Guidance for Determining
Review Areas to Develop Risk Opinions

Exhibit 3A

Review Area Risk Opinion
Value Always
Classification Always

Special Trade Program
Special Duty Provision
ADD/CVD
Transshipment

Recordkeeping

Quantity

Harbor Maintenance Fees and User Fees

When identified as a risk area
When identified as a risk area
When identified as a risk area
When identified as a risk area

When identified as a risk area
that must be addressed
separately

When identified as a risk area

When identified as a risk area
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U.S. Customs and Border Protection
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Regulatory Audit Division

Consideration of Internal Control
in a Customs Compliance Audit

Introduction

In March 2003, the U.S. Customs Service became part of the U.S. Customs and Border
Protection, which will continue to be referenced as Customs in this document.

This document provides direction for the Customs team in evaluating a company& internal
control during an audit of a company®& compliance with Customs requirements. It defines
internal control, describes the objectives and components of internal control, and explains how
the Customs team should consider internal control in planning and performing an audit. In
particular, it provides guidance for implementing United States General Accounting Office

(GAO) Government Auditing Standards® (the Yellow Book) relating to internal controls for audits
of Customs requirements.

The Yellow Book, paragraph 2.4 b., states that financial audits include financial statements
and financial related audits.

Financial related audits include determining whether (1) financial
information is presented in accordance with established or stated
criteria, (2) the entity has adhered to specific financial compliance
requirements, or (3) the entity® internal control structure over financial
reporting and/or safeguarding assets is suitably designed and
implemented to achieve the control objectives.

The Yellow Book, paragraph 2.5, states that financial related audits may include audits for
compliance with laws and regulations.

The Yellow Book, paragraph 4.21, includes the following field work standard for financial
audits:

Auditors should obtain a sufficient understanding of internal controls to
plan the audit and determine the nature, timing, and extent of tests to
be performed.

In the Yellow Book, paragraph 6.39, GAO fieldwork standards for performance audits require
auditors to obtain an understanding of management controls. The GAO publication Assessing

Internal Controls in Performance Audits 2 (the Gray Book) provides extensive guidance for
assessing internal controls.

Customs compliance audits are different from traditional financial audits because Customs
audits are not audits of financial statements. The primary objective of Customs compliance
audits is to determine compliance, including correct reporting to Customs. Reporting to Customs
includes numerous financial issues. In addition, some elements of Customs compliance audits,
such as correct reporting of classification, country of origin, and other specific information of
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concern to Customs, are more closely related to performance audits than financial audits.

Since Customs compliance audits include aspects of financial audits and performance audits,
this document combines appropriate internal control aspects applicable to financial and
performance audits. Internal control aspects that would not be relevant to Customs compliance
audits, such as control of assets, are not included. Because GAO and American Institute of
Certified Public Accountants (AICPA) standards for financial audits are not oriented to Customs
regulatory compliance, this document combines applicable information from GAO standards for
financial and performance audits to develop procedures for evaluating compliance with Customs
requirements. Information from AICPA Statement on Auditing Standards (SAS) No. 78

Consideration of Internal Control in a Financial Statement Audit 3 is included for guidance when
appropriate.

In Customs compliance audits, the Customs team should obtain sufficient understanding of
internal control to plan the audit by performing procedures to understand the design of controls
and whether they have been placed in operation and are effective.

Definition of Internal Control
AICPA SAS 78 (paragraphs 6i 7) states the following regarding internal controls:

Internal control is a processd effected by an entity® board of directors
management, and other personneld designed to provide reasonable
assurance regarding the achievement of objectives in the following
categories: (a) reliability of financial reporting, (b) effectiveness and
efficiency of operations, and (c) compliance with applicable laws and
regulations.

Internal control consists of the following five interrelated components.

a. Control environment sets the tone of an organization, influencing the control
consciousness of its peaople. It is the foundation for all other components of internal
control, providing discipline and structure.

b. Risk assessment is the entity® identification and analysis of relevant risks to
achievement of its objectives, forming a basis for determining how the risks should be
managed.

c. Control activities are the policies and procedures that help ensure that management
directives are carried out.

d. Information and communication are the identification, capture, and exchange of
information in a form and time frame that enable people to carry out their responsibilities.

e. Monitoring is a process that assesses the quality of internal control performance over
time.

Relationship Between Objectives and Components

The relationship between objectives and components of internal controls is explained in AICPA
SAS No. 78 as summarized below.

There is a direct relationship between objectives, which are what an entity strives to achieve,
and components, which represent what is needed to achieve the objectives. In addition, internal
control is relevant to the entire entity or to any of its operating units or business functions. These
relationships are depicted in the following figure.

October 2003



Focused Assessment Program Exhibit 3B

Chjectives
« Generally, controls that are
&£ ‘ relevant to an audit pertain to
R & & L .
& qf & the entity® objective of
<« o & preparing financial statements

for external purposes. Controls
relating to operations and
compliance are particularly
relevant to Customs compliance
audits because they pertain to

|
|

Control Enyrironment
|

jun

|
Risk Assessment

suonsuRg

" T
§ Gontraf Activities the Customs team® evaluation
E . of the risk to Customs that the
@ Informatior and Comtaulications company® importing process
i , & may result in significant
Honitoring i ¢ noncompliance with laws and
: ' regulations.

The five components of internal control are applicable to assessments of compliance with
Customs requirements. The components should be considered in the context of the following:

A The entity® size.

A The entity® organization and ownership characteristics.

A The nature of the entity® business.

A The diversity and complexity of the entity& operations.

A The entity® methods of transmitting, processing, maintaining, and accessing information.
A Applicable legal and regulatory requirements.

Benefits of Internal Control Assessments
The Gray Book (page 12) states the following:

Internal control assessments can help auditors perform assignments
more quickly and work with greater assurance that objectives are
achieved. Such assessments help to:

A Determine when internal controls can be relied on to reduce audit testing,

A Focus on areas of weakness for emphasis during the assignment, and

A Identify potential causes of problems or deficiencies to which recommendations for
corrective action can be directed.

Internal controls, no matter how well designed and implemented, can provide only reasonable
assurance regarding achievement of an entity& control objectives. The likelihood of
achievement is affected by limitations inherent to internal control, such as human judgment in
decision making and human errors or mistakes. In addition, the cost of internal controls should
not exceed the expected benefits. Usually, precise measurement of costs and benefits is not
possible. Accordingly, management makes both quantitative and qualitative estimates and
judgments in evaluating cost-benefit relationships.

The steps taken to assess controls may simultaneously help attain other objectives, such as
resolving the overall assessment objective or assessing compliance with applicable laws and
regulations.

The audit objective determines the extensiveness of internal control assessment as well as
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the scope and methodology of the audit. Assignments with broad objectives are generally more
difficult and require more resources and time than assignments with limited objectives.
Therefore, objectives should be defined as precisely as possible to preclude unnecessary work
while meeting the assignment& purpose.

Assessing Risk
The following guidance should be used for assessing risk:

A If the Customs team concludes that transaction testing can be limited because the
company has an acceptable level of internal controls, the Customs team must document
the controls and tests of those controls made to assure their operation and effectiveness.

A The Customs team can use a combination of different types of tests to get sufficient
evidence of a contro b difectiveness.

A Inquiries alone generally will not support an assessment that internal controls are adequate
and effective.

A Observation provides evidence about a contro b dffectiveness only at the time observed:; it
does not provide evidence about its effectiveness during the rest of the period under audit.

A The Customs team can use evidence from tests of controls done in prior audits, but it has
to obtain evidence about the nature and extent of significant changes in policies,
procedures, and personnel since it last performed those tests.

Evaluating Internal Controls

The first step in evaluating internal controls is to determine the risk exposure, which is the
likelihood of significant noncompliance with laws and regulations. The next step in the process
is to review the system of internal control. The relationship of risk exposure to the system of
internal control determines the nature and extent of audit tests. The audit tests provide an
evaluation of the effectiveness of internal controls. The combined results from the risk exposure,
review of the design of the internal control system, and tests of internal controls are the basis for
an opinion on the adequacy of internal controls. The extensiveness of tests of internal controls
is illustrated below:

Determine Extensiveness of Audit Tests

Risk . Preliminary Review Internal _ Extensiveness of Audit
Exposure Control Test
Weak High
High Adequate Moderate to High
Strong Low to Moderate
Weak Moderate to High
Moderate Adequate Moderate
Strong Low
Weak Low to Moderate
Low Adequate Low
Strong Very Low

Source: Table adapted from the GAO Gray Book.
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AICPA SAS 78 (paragraphs 19i 21) provides the following internal control guidance:

In all audits, the auditor should obtain an understanding of each of the
five components of internal control sufficient to plan the audit by
performing procedures to understand the design of controls relevant to
an audit of financial statements, and whether they have been placed in
operation. In planning the audit, such knowledge should be used tod

A Identify types of potential misstatements.
A Consider factors that affect the risk of material misstatement.
A Design substantive tests.

The nature, timing, and extent of procedures the auditor chooses to
perform to obtain the understanding will vary depending on the size
and complexity of the entity, previous experience with the entity, the
nature of the specific controls involved, and the nature of the entityd s
documentation of specific controls. For example, the understanding of
risk assessment needed to plan an audit for an entity operating in a
relatively stable environment may be limited. Also, the understanding of
monitoring needed to plan an audit for a small, noncomplex entity may
be limited.

Whether a control has been placed in operation is different from its
operating effectiveness. In obtaining knowledge about whether controls
have been placed in operation, the auditor determines that the entity is
using them. Operating effectiveness, on the other hand, is concerned
with how the control was applied, the consistency with which it was
applied, and by whom it was applied. For example, a budgetary
reporting system may provide adequate reports, but the reports may
not be analyzed and acted on. This Statement does not require the
auditor to obtain knowledge about operating effectiveness as part of
the understanding of internal control.

Although SAS 78 does not require the auditor to obtain knowledge about operating
effectiveness as part of understanding of internal control, knowledge about operating
effectiveness is necessary to determine the reliability of internal controls, decide the extent of
audit testing, and assess risk. Therefore, Customs assessments of internal controls will include
evaluations of the effectiveness of internal controls.

Assessing Risk Exposure
The key considerations of risk exposure for audits of Customs compliance are:

A Significance and Sensitivity
A Susceptibility

A The Existence of fRed Flagso
A Management Support

A Competent Personnel

Significance and Sensitivity
The Gray Book (pages 161 17) defines significance and sensitivity as follows:
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Significance refers to the importance of items, events, information,
matters, or problems. Frequently significance can be assessed in terms
of dollars. In other instances, assessing significance requires a more
subjective judgment. For example, the unauthorized use of a
government vehicle in a single instance is normally considered of
limited significance, but unsafe operation of a nuclear power plant is of
great significance since a failure could be a catastrophe.

Sensitivity refers to the likely perception and emotional response by
others to conditions or circumstances. Determining sensitivity requires
judgment based on the circumstances in each case, but some issues
likely to be judged as sensitive include:

A issues that have received media coverage;

A issues that have been the subject of congressional interest and inquiry;
A issues of a highly partisan nature;

A issues involving mistreatment of children or the elderly; and

A issues involving environmental contamination or pollution.

A high degree of risk exposure may be indicated by either the
significance or the sensitivity of the subject matter under review, or
matters may be both significant and sensitive.

Issues likely to be judged significant and sensitive by Customs include the issues listed above
as well as issues of antidumping/countervailing duty, transshipments, Intellectual Property
Rights, health and safety, and others.

Susceptibility
Susceptibility refers to the propensity for noncompliance with laws and regulations. An issue of
large significance does not necessarily involve great susceptibility. For example, the risk of
misclassification of large quantities of imports may have a high significance because the total
duty involved may be high. But these imports may not have a high susceptibility to
misclassification if a limited number of Harmonized Trade Schedule of the United States
(HTSUS) numbers are involved and the classification issues are not complex.

The Customs team should formulate questions to assess susceptibility based on the inherent
nature of the import. Examples of questions to ask follow:

A Is the imported item, manufacturer, country of origin, or other element designated as high
risk by Customs?

A Does Customs have information that indicates internal control weaknesses pertaining to
the importer?

A Do incentives to make false representations/declarations outweigh the penalties?

A Are requirements imposed reasonable, or are they so complicated and cumbersome that
failure to comply can be expected?

A Does the activity have numerous transactions or diverse activities?

A Does the importer contract out activities without adequate control systems?

The Existenceofanyi Red FIl agso
The Customs team should be alert to and consider any red flags, including:

A A prior history of Customs problems;
A A history of material weaknesses described in prior Customs audits;
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A Poorly defined and documented internal control procedures;

A Lack of or ineffective monitoring of Customs operations;

A Complex Customs transactions;

A Lack of specific performance measures for Customs operations, thereby making
accountability for results difficult or impossible to measure;

A Management inability to correctly establish priorities;

A A high rate of personnel turnover in key occupations related to Customs activities;

A Inadequate Customs training for personnel responsible for reporting, monitoring or
otherwise involved in Customs activities;

A Poor communication systems regarding Customs requirements and reporting; and

A Poor oversight of Customs brokers and other agents involved in Customs activities.

Management Support

The Customs team should consider whether management recognizes the importance of, and
has made a commitment to implement, internal controls of Customs operations. Examples of
guestions to ask follow:

A Has management set the right tone by clearly stating, in writing, its expectations for
compliance with Customs requirements?
A Is there a strong and competent organization within the company to assure Customs
compliance?
A Does the Import Department have sufficient authority within the organization to assure
Customs compliance?
A Does management require periodic reviews of Customs operations?
A Does management promptly respond when Customs problems are identified, or have
problems been repeatedly disclosed in prior audits/evaluations?
A Is management knowledgeable about Customs and potential Customs issues?
A Is management willing to discuss various aspects of Customs operations cooperatively?
AICPA SAS 78 (paragraph 25) discusses this concept as the control environment that sets
the tone of an organization, influencing the control consciousness of its people. The control
environment is the foundation of all other components of internal control, providing discipline
and structure.

Competent Personnel

Managers and employees responsible for Customs operations should maintain a level of
competence that allows them to accomplish their duties as well as understand the importance of
developing and implementing good internal controls. Examples of questions to ask follow:

A Is there a stable management team with continuity?
A Are employees periodically reminded of their responsibilities?
A Are employees provided with needed formal and on-the-job training?

Assessing the Effectiveness of the Internal Control System

After assessing risk exposure, the Customs team should review the internal control system and
then test internal controls to assess the effectiveness of the internal control system. In most
cases, internal control assessments are necessary to ensure that audit work will meet
assignment objectives. Any transaction examined might be atypical. Control assessments give
evidence whether transactions are likely to be handled in the same manner. Internal controls for
Customs compliance should be designed to include the five components of internal control: (1)
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control environment, (2) risk assessment, (3) control activities, (4) information and
communications, and (5) monitoring.
The Gray Book lists the following key steps in assessing internal controls:

A Identify and understand relevant internal control(s);

A Determine what is already known about control effectiveness;
A Assess adequacy of control design:;

A Determine if controls are properly implemented; and

A Determine if transactions are properly documented.

Internal control testing is particularly important in the last three steps for assessing internal
controls.

The objective of determining the effectiveness of internal controls is to determine the extent to
which they can be relied on and thereby reduce the extent of audit testing. The greater the
reliance that can be placed on internal controls, the less testing may be required.

Identifying Controls

The auditor must identify the controls that are needed to assure Customs compliance. An
effective internal control system consists of five components. Internal control of Customs
activities should be designed to include controls for the five components. The following
information can be used to identify the controls necessary to assess the components of a
Customs control system:

A The control environment sets the tone of the organization. Management and employees
should have a positive and supportive attitude toward Customs internal control and
conscientious management of Customs-related operations. Management should support
the development and maintenance of effective internal control. The control environment
includes a message of integrity and ethical values, commitment to competence of
personnel, an organizational structure that contributes to effective internal control for
Customs operations, and a philosophy and operating style that supports the development
and maintenance of effective internal control.

A Risk assessment is an evaluation of risk pertaining to Customs activities. Management
should establish clear and consistent company-wide objectives and support activity-level
objectives related to Customs activities. Management should make a thorough
identification of risks from both internal and external sources. Management should analyze
those risks and develop an appropriate approach to manage risk. Mechanisms should be in
place to identify changes that may affect the company& ability to achieve its missions,
goals, and objectives related to Customs activities.

A Control activities are policies, procedures, techniques, and control mechanisms to ensure
adherence to established Customs requirements. Proper control activities should be
developed for each of the company® Customs activities. A system for Customs compliance
includes the methods and records used to identify, assemble, analyze, classify, record, and
accurately report Customs information and maintain accountability for Customs
compliance.

A Information and communication systems must be in place to identify and record pertinent
operational and financial information relevant to Customs activities. A system must be in
place to communicate information to management responsible for Customs activities and
others within the company who need it, in a form that enables them to carry out their duties
and responsibilities efficiently and effectively. Such a system also assures that effective
external communications occur with groups that can affect the achievement of the
company® missions, goals, and objectives related to Customs.
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A Monitoring assesses the quality of performance related to Customs activities over time.
Management should have procedures in place to monitor internal control continuously as a
part of the process of carrying out its regular activities. In addition, separate evaluations of
internal control should be performed periodically and deficiencies investigated. Findings of
all audits and other reviews should be evaluated, decisions made about the appropriate
response, and actions taken to correct or otherwise resolve the issues.

Internal control component guidance is modified from the GAO Exposure Draft Internal
Control Management and Evaluation Tool.4

Known Control Effectiveness

The Customs team should consider what, if anything, is known about control effectiveness. If
Customs or another organization made an internal control assessment, the Customs team
should consider how recent and thorough the assessment was, as well as the organizatio n 6 s
reputation, qualifications, and independence. A determination can then be made whether to rely
on the results or do additional tests. If prior control assessments are considered to be
sufficiently recent and thorough, the Customs team need not further assess internal control
design and effectiveness.

Assessing Control Design

Considering the information developed during the assessment of risk exposure, the Customs
team should decide what is most likely to be wrong (e.g., valuation, classification, special trade
programs). Then the internal controls should be examined to determine whether they are
logical, reasonably complete, and likely to deter or detect possible failures or errors that will
result in noncompliance. Generally, the greater the risk exposure, the stronger the internal
controls should be.

Controls should provide reasonable but not absolute assurance of deterring or detecting
noncompliance. In assessing the extensiveness of needed controls, the Customs team should
consider the reasonableness of the controls in relation to the benefits to be gained.

Assessing Control Implementation

The Gray Book (pages 261 27) provides the following guidance pertaining to the implementation
of internal controls:

Even though internal controls may be logical and well-designed and

may seemingly be strong, system effectiveness may be impaired if

control procedures are not correctly and consistently used. . . .Thus,

the extent that control procedures are adhered to should be

determined.

Control procedures may not be complied with because management
may override them; employees may secretly be working together
(collusion) to avoid using or circumvent them; and employees may not
be correctly applying them due to fatigue, boredom, inattention, lack of
knowledge, or misunderstanding.

Sufficient testing should be conducted to afford a reasonable basis for
determining whether the controls are being consistently applied.

Proper Transaction Documentation
Transactions and events pertaining to Customs compliance should be clearly documented, and
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documentation should be readily available for examinations. Examples of questions to ask
follow:

A Are internal control objectives and procedures formalized in writing?

A Are all transactions and events adequately documented, and is documentation readily
available for examination?

A Does documentation show personnel involved in monitoring, evaluation methods used, key
factors considered, tests performed, and conclusions reached?

A Does documentation show corrective actions taken for problems identified during
monitoring processes?

A Are follow-ups to verify adequacy of corrective actions documented?

In summary, when evaluating internal control, Customs audits must consider the five
components of internal control, five factors for determining risk exposure, and five factors for
assessing the design and effectiveness of the internal control system. This internal control
approach is summarized in the 5-5-5 Guidance in Appendix |.

Determining Reliability of Computer-Processed Data

Generally accepted government auditing standards in the Yellow Book (paragraph 6.62) require
that computer-processed data be valid and reliable when those data are significant to the
auditor diridings. This is generally done through tests such as macro tests, comparison of
company data to Customs data, and verifications of computer data to audited financial
statements when possible.

Reporting on Internal Control Assessments

The Yellow Book sets specific standards for reporting on internal controls. These standards will
be applied in Customs audits.

1 United States General Accounting Office, Government Auditing Standards,
1999 revision.

2 United States General Accounting Office, Office of Policy, Assessing Internal
Controls in Performance Audits, GAO/OP-4.1.4, September 1990.

3 American Institute of Certified Public Accountants, Statement on Accounting
Standards No. 78, Consideration of Internal Control in a Financial Statement
Audit, December 1995.

4 United States General Accounting Office, Internal Control Management and
Evaluation Tool EXPOSURE DRAFT, GAO-01-131G, February 2001.
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Appendix |

Internal Control
5-5-5 Guidance

5 Interrelated Components of
Effective Internal Control

A Control Environment
A Risk Assessment
A Control Activities
A Information and Communication
A Monitoring

How to Assess Internal Control

5 Considerations to
Assess Control Effectiveness:

Significance and Sensitivity 1 Identify and Understand Control
Susceptibility 1 What is Known about Control Effectiveness?
Red Flags 1 Examine Control Design
Management Support 1 Are Controls Implemented?
Competent Personnel 1 Are Transactions Documented?
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U.S. Customs and Border Protection
Office of Strategic Trade
Regulatory Audit Division

Internal Control Summary by Component

Introduction

In March 2003, the U.S. Customs Service became part of the U.S. Customs and Border
Protection, which will continue to be referenced as Customs in this document.

This document should be used with the Internal Control Management and Evaluation Tool to
summarize conclusions of adequacy of internal control by component. Although use of this tool
is not required, it is intended to help management and evaluators determine how well a
company® internal control is designed and functioning and help determine what, where, and
how improvements, when needed, may be implemented.

This tool is not authoritative but is intended as a supplemental guide that managers and
evaluators may use to assess the effectiveness of internal control and identify important aspects
of control in need of improvement. Users should keep in mind that this tool can and should be
modified to fit the circumstances, conditions, and risks relevant to the situation of the company.

Internal Control Component

Control Environment

Management and employees have a positive and supportive attitude toward Customs
internal control and conscientious management of Customs-related operations.
Management conveys the message that integrity and ethical values must not be
compromised. Management has a philosophy and operating style that is appropriate to
the development and maintenance of effective internal control for Customs as
evidenced by the following:

A The company demonstrates a commitment to the competence of its personnel
responsible for Customs-related activities.

A The company® organizational structure and the way in which it assigns authority and
responsibility for Customs operations contribute to effective internal control.

A The company& management cooperates with auditors, does not attempt to hide known
problems from them, and values their comments and recommendations.

Risk Assessment

The company has established clear and consistent company-wide objectives and
supporting activity-level objectives related to Customs activities as evidenced by the
following:

A Management has made a thorough identification of risks pertaining to Customs
activities, from both internal and external sources, that may affect the ability of the
company to meet those objectives.
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A An analysis of those risks has been performed, and the company has developed an
appropriate approach for risk management.

A Mechanisms are in place to identify changes that may affect the company& ability to
achieve its missions, goals, and objectives related to Customs activities.

Control Activities

Appropriate policies, procedures, techniques, and control mechanisms have been
developed and are in place to ensure adherence to established Customs
requirements. Control activities are evidenced by the following:

A Proper control activities have been developed and documented for each of the
company® Customs activities.

A The control activities identified as necessary are actually being applied properly.

A All documentation of transactions and records are properly managed, maintained, and
reviewed as necessary.

A Control procedures are reviewed and revised as necessary.

Information and Communications

Information systems are in place to identify and record pertinent operational and financial
information relevant to Customs activities. Management ensures that effective internal
communications take place. The company employs various forms of communications
appropriate to its needs and manages, develops, and revises its information systems
in a continual effort to improve communications. Effective information and
communication for Customs are evidenced by the following:

A Appropriate information is identified, recorded, and communicated to management
responsible for Customs activities and others within the company who need it and in a
form that enables them to carry out their duties and responsibilities efficiently and
effectively.

A Effective external communications occur with groups that can affect the achievement
of the company® missions, goals, and objectives related to Customs activities.

A Individual roles and responsibilities for Customs activities are communicated through
policy and procedure manuals.

Monitoring
Company internal control monitoring assesses the quality of performance related to
Customs activities over time. Monitoring is evidenced by the following:

A Procedures to monitor internal control occur on an ongoing basis as a part of the
process of carrying out regular activities.

A Separate evaluations of internal control are periodically performed, and deficiencies
found are investigated.

A Procedures are in place to ensure that the findings of all audits and other reviews are

promptly evaluated, decisions are made about the appropriate response, and actions
are taken to correct or otherwise resolve the issues promptly.

Source: Adapted from United States General Accounting Office, Internal Controls Management and
Evaluation Tool EXPOSURE DRAFT, GAO-01-131G, February 2001.
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U.S. Customs and Border Protection
Office of Strategic Trade
Regulatory Audit Division

Internal Control Management and Evaluation Tool
(Guidance not Required)

Introduction

In March 2003, the U.S. Customs Service became part of the Bureau of Customs and Border
Protection, which will continue to be referenced as Customs in this document.

This document is an Internal Control Management and Evaluation Tool. Although use of this
tool is not required, it is intended to help management and evaluators determine how well a
company® internal control is designed and functioning and help determine what, where, and
how improvements, when needed, may be implemented. This is a good tool for auditors to use
when developing questions and conducting interviews with company personnel, particularly in
large, complex companies.

The tool is presented in five sections corresponding to the five components of internal
control: (1) control environment, (2) risk assessment, (3) control activities, (4) information and
communications, and (5) monitoring.

Space is provided beside each issue for the user to note comments or provide descriptions of
the circumstances affecting the issue. Comments and descriptions usually will not be of the
fiyes/nootype, but will generally include information on how the company does or does not
address the issue. This tool is intended to help users reach a conclusion about the companyé s
internal control as it pertains to the particular component.

This tool could be useful in assessing internal control in compliance with laws and
regulations. It could also be useful in assessing internal control as it relates to various Customs
activities within a company.

This tool is not authoritative but is intended as a supplemental guide that managers and
evaluators may use in assessing the effectiveness of internal control and identifying important
aspects of control in need of improvement. Users should keep in mind that this tool is a starting
point and that it can and should be modified to fit the circumstances, conditions, and risks
relevant to the situation of the company. Not all of the issues need to be considered for every
company or activity.

Control Environment

According to the first internal control component, which relates to control environment,
management and employees should establish and maintain an environment throughout the
organization that sets a positive and supportive attitude toward internal control and
conscientious management. Several key factors affect the accomplishment of this goal.
Management and evaluators should consider each of these control environment factors when
determining whether a positive control environment has been achieved.

The factors that should be focused on are listed below. Management and evaluators should
concentrate on the substance of controls rather than their form, because controls may be
established but not acted upon.
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Internal Control Point

Comments/
Descriptions

Integrity and Ethical Values

Management has promoted a climate that emphasizes integrity and
ethical behavior by its Import Department employees. The company
employs a code of conduct that emphasizes proper behavior and sets
penalties for unethical conduct.

Dealings with Customs are conducted on a high ethical plane.
Reports to Customs are proper and accurate (not intentionally
misleading).

Management cooperates with auditors and other evaluators, does
not attempt to hide known problems from them, and values their
comments and recommendations.

The company has a well-defined and -understood process for dealing
with Customs requests and concerns in a timely and appropriate
manner.

Commitment to Competence

Management has performed analyses of the knowledge, skills, and
abilities needed to perform Customs-related jobs in an appropriate
manner.

The company provides training and counseling in order to help
employees maintain and improve their competence for the job relating
to Customs.
There is an appropriate training program to meet the needs of
employees.
The company emphasizes the need for continuing training and has
a control mechanism to help ensure that all employees actually
received appropriate training.

Management& Philosophy and Operating Style

Management employs a philosophy that emphasizes the correct
reporting of information to Customs.

Management places a high degree of importance on retaining
competent personnel in key functions over its Customs transactions.

The company Import Department has adequate authority to interact
with other offices as needed, and strong synchronization and
coordination exist between the Import Department and other
departments with responsibilities or information related to Customs
activities.

Management places a high degree of importance on the work of
Customs officers, external audits, and other evaluations and studies
with Customs information and is responsive to information from such
officers.

There is appropriate interaction between management of the company
Import Department and senior management.
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Internal Control Point

Comments/
Descriptions

Organizational Structure

The Import Department is appropriately located in the organization.

Key areas of authority and responsibility relative to Customs activities
are defined and communicated throughout the organization. Consider
the following:
Executives in charge of major activities or functions are fully aware
of their duties and responsibilities.
Executives and key managers understand their internal control
responsibilities and ensure that their staff also understands their
own responsibilities.

Assignment of Authority and Responsibility

The company appropriately assigns authority and delegates
responsibility for Customs activities to the proper personnel to deal with
organizational goals and objectives.
Authority and responsibility are clearly assigned throughout the
organization and clearly communicated to employees.
Responsibility for decision making is clearly linked to the
assignment of authority and responsibility.

Each employee knows how his or her actions related to Customs
activities interrelate to otherséactions and is aware of his or her related
duties concerning Customs internal control.

Delegation of authority is appropriate in relation to the assignment of
responsibility for Customs activities.
Employees at the appropriate level are empowered to correct
problems or implement improvements.
There is an appropriate balance between the delegation of authority
at lower levels to fget the job donedand the involvement of senior-
level personnel.

Human Resource Policies and Practices

Employe es desponsibilities for Customs activities are properly
supervised.

Oversight Groups

Within the company, there are mechanisms in place to monitor and
review operations and programs.
The company has a committee or senior management council that
reviews internal audit work of Customs activities.
The internal audit function reviews the company& Customs
activities and systems and provides information, analyses,
appraisals, recommendations, and counsel to management.
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Risk Assessment

The second internal control component addresses risk assessment. A precondition to risk
assessment is the establishment of clear, consistent company goals and objectives at both the
entity level and the activity level. Once the objectives have been established, the company
needs to identify the risks that could impede the efficient and effective achievement of those
objectives. Internal control should provide for an assessment of the risks the company faces
from both internal and external sources. Once risks have been identified, they should be
analyzed for their possible effect. Management then must formulate an approach for risk
management and decide upon the internal control activities required to mitigate those risks and
achieve the internal control objectives of efficient and effective operations, reliable Customs
reporting, and compliance with laws and regulations. A manager or evaluator will focus on
management® processes for setting objectives, risk identification, risk analysis, and
management of risk during times of change. Listed below are factors a user might consider.

Comments/
Internal Control Point Descriptions

Establishment of Activity-Level Objectives

1. | Company Customs office objectives are linked with company objectives.

Risk Identification

1. | Management identifies Customs risk.

Qualitative and quantitative methods are used to identify risk and
determine relative risk rankings on a scheduled and periodic basis.
How risk is to be identified, ranked, analyzed, and mitigated is
communicated to appropriate staff.

Risk identification and discussion occur in senior-level management
meetings.

Risk identification takes place as part of short- and long-term
forecasting and strategic planning.

Risk identification occurs as a result of consideration of findings from
audits, evaluations, and other assessments.

2. | Adequate mechanisms exist to identify risks to Customs activities arising
from external factors. The company should consider the risks:
Arising from changing needs or expectations by Congress, Customs
officials, or the public.
Posed by new legislation, regulations, rulings, and court decisions.
Resulting from business, political, or economic changes.
Associated with major suppliers, brokers, contractors, and agents.
Resulting from interactions with other companies and outside
parties.

3. | Adequate mechanisms exist to identify risks to Customs activities arising
from internal factors. The company should consider the risks:
Resulting from downsizing operations and personnel.
Associated with major changes of operating processes, foreign
sourcing, or importing operations.
Resulting from new lines, products, or other business activities.
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